
BC 6.870 - AUDITING ACCESS TO COMPUTERIZED PATIENT RECORDS

I.
Policy


All patient information must be protected from unauthorized access.  Interested parties (see Section II) are entitled to request that __________________ (______) perform an electronic audit of access to computerized clinical records (to the degree possible) to determine whether there has been unauthorized access to patient records.  ______ management may request audits of specific staff members or patients when they have reason to believe that unauthorized access to electronic medical information may have occurred.  Health care providers, e.g. physicians, nurses, etc. may also request audits of specific patient records if they have reason to believe that there has been unauthorized access to such patient records.  __________________ will discipline offenders for breaches of patient confidentiality in accordance with existing confidentiality and disciplinary policies.

It is the policy of ______ that when patients have requested an audit of access to their record, they will be informed if a privacy breach is confirmed.  It is not the policy of ______ to disclose information about the employee responsible, or about disciplinary action taken.

II.
Purpose

Protected health information maintained by ______ may only be accessed by individuals who are performing their job-related duties. 

This policy outlines the process by which interested parties, including but not limited to patients, appropriate guardians or family, ______ management, or members of the medical staff, may request an audit to determine if unauthorized access to patient protected health information stored electronically within the ______ system may have occurred. 

Patients may not be aware that some of their medical and/or demographic information is maintained in an electronic format and that some of these systems have the ability to maintain audit trails of access to protected health information. Federal and State laws and regulations, and ______ policies require that patient healthcare related information including that maintained in an electronic format be protected from unauthorized access, distribution, or use.

III.
Scope


This policy shall apply to all ______ applications which contain protected health information and for which an electronic audit trail is maintained.


This policy applies to ______ employees and/or physicians with medical staff privileges, residents, fellows, employed agents, vendors, contractors, volunteers and students.

IV.
Definitions

Authorized Access
Based on job specific requirements, access, disclosure, or use of clinical or demographic information for the purpose of treatment, payment or health care operations.

Unauthorized Access

Access, disclosure, or use of protected health information for other than the purpose of treatment, payment, or health care operations or for which the patient has not given written authorization to release such information.  Employees and other users with access to electronic medical records are not authorized to access their own electronic medical records, or the records of family members.  (Ref. Privacy Policy # BC 7.010) 

Protected Health Information 

Individually identifiable health information that has been electronically transmitted or maintained, including demographic information collected from an individual, and that:

(1) 
Is created by or received from a health care provider, health plan, or employer; and

(2) 
Relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, and

(i) 
Which identifies the individual, or 

(ii) 
Where there is a reasonable basis to believe that the information can be used to identify the individual.
V.
Roles
In regard to this policy:

1. The Information Security Officer or designee shall coordinate audits. 

2. Employee Managers or Supervisors in coordination with Human Resources will be responsible for disciplinary action regarding employees of ______. 

3. The physician’s direct supervising authority or supervising medical director in coordination with the Chief Operating Officer for _________ Medical Practices (BMP) and HR Manager for BMP, will be responsible for disciplinary action regarding physicians who are employees of BMP.

4. The resident’s program director and/or chairman, in coordination with the Senior Vice President, department of Academic Affairs will be responsible for disciplinary action regarding residents, fellows, medical students and allied health students.

5. The Medical Staff Executive Committee of BMC, FMC or MLH will be responsible for disciplinary action regarding Medical Staff members in accordance with Medical Staff Bylaws.

6. The Information Security Officer will be responsible for coordinating the process regarding unauthorized access by all others.
7. The Patient & Guest Relations Department will be the initial contact for all patients.

VI. Procedure

A. Requests for Audits

If a patient desires an audit of access to their patient record, they should be referred to the patient & guest relations office (Appendix A), who will then contact the Information Security Officer or designee. 

Patients requesting audits will be informed of the ______ Audit policy and procedure and will be assured that appropriate action is taken whenever unauthorized access occurs.  It will not be the practice of __________________ to release the audit trail reports, information regarding disciplinary actions, or any personal information about the individual responsible for the breach to the requesting patient.  

Where a member of ______ management desires an audit of access to a patient electronic record, the manager should contact the Information Security Officer or designee.

Where a member of the Medical Staff desires an audit of access to electronic patient records, the physician should contact the Information Security Officer or designee.  

B. Suspected Unauthorized Record Access

Where inappropriate electronic access is suspected, the Information Security Officer or designee will notify the employee’s manager or supervising administrator of this and coordinate the audit review.

The Information Security Officer (or designee) will provide documentation to that employee’s manager or supervising administrator and Human Resources for further review and action in accordance with appropriate Human Resource policies. 

Reviews of physician access will be conducted in coordination with the Medical Director, Informatics.

C. Post Audit Action

Initial review may determine that access was not inappropriate.  However, where unauthorized access by other than an employed physician or member of the Medical Staff is suspected or confirmed, the Information Security Officer will contact the HR Department of the staff involved.  Vendor/Consultant violations will be coordinated with the ______ manager responsible for the contract.

Where unauthorized access by a ______-employed Medical Staff member (including BMERF, BAPO, BMC, FMC, MLH or BAS) is confirmed, the Information Security Officer (or designee) will notify:

· for BMERF: the Division Chief, with copies to the Department Chair, Chief Operating Officer or Vice President, and the Human Resource Manager for _________ Medical Practices who, in turn will notify the Sr. VP of Medical Affairs.   

· for BAPO: the appropriate Medical Director, with copies to the Chief Operating Officer and the Human Resource Manager for _________ Medical Practices.
The COO and VP will notify the Medical Staff Office of the audit results.

Where unauthorized access by a non-employed Medical Staff member is confirmed, the Information Security Officer (or designee) will notify the President of the Medical Staff with a copy to the Sr. VP of Medical Affairs (for non-employed medical staff) for further investigation and for disciplinary action in accordance with the appropriate rules, regulations, or bylaws.

Where unauthorized access by residents, fellows, medical students or allied health students is suspected or confirmed, the Information Security Officer will contact the appropriate program director and/or chairman with copies to the Sr. VP of Academic Affairs and the Human Resources Manager for Academic Affairs for further investigation and for disciplinary action..

The Sr. VP of Academic Affairs will notify the Medical Education Office of the audit results pertaining to resident’s fellow’s and medical students.

The Information Security Officer and Human Resources will maintain records regarding the investigation and its outcome.

The Information Security Officer will provide an audit summary report on a quarterly basis to the Information Services Oversight Committee (ISOC), the Information Management Committee and to the Privacy Officer. This information will be reviewed for patterns of misuse to aid in determining whether additional controls on electronic access to protected health data may be required.

VII.
Cross Reference(s) 
Human Resource policy number ______ - HR - 106, Confidentiality

Human Resource policy number ______ - HR - 110, Discipline

______ Corporate policy number BC 6.820, Information Security

______ Corporate policy number BC 7.010, Privacy

______ Corporate policy number BC 7.110, Accounting for Disclosures

Medical Staff Bylaws of the appropriate hospital
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Appendix A


Contacts and Numbers


Requests for audits should be directed to:

	Origin of Request
	Position
	Contact Number

	All employees, physicians, etc. (including BMERF, BAPO, BMC, MLH, FMC, ______ Ambulance, Infusion and Respiratory Services and the VNAH)
	______ Information Security Officer
	

	BMC Patients
	Office of Patient and Guest Relations, 

_________ Medical Center
	

	FMC Patients
	Information Systems Administrator

________Medical Center (FMC)
	

	I&RS Patients
	Clinical Manager

Infusion & Respiratory Services
	

	MLH Patients
	Manager, Quality Improvement

_______ Lane Hospital (MLH)
	

	VNAH Patients
	Director of Performance Improvement

Visiting Nurse Association & Hospice
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