TITLE: Privacy and Security Implications of Meaningful Use
DATE: June 6, 2010
FACILITATORS:
Wayne Martin

Phyllis Patrick

DESCRIPTION:
On December 30, 2009, the Centers for Medicare & Medicaid Services (CMS) and the Office of the National Coordinator for Health Information Technology (ONC) released two proposed rules.  CMS issued a proposed rule regarding electronic health record (EHR) incentives, and ONC released an interim final rule regarding standards, implementation specifications, and certification criteria for EHR technology. The CMS rule includes the central concept of “Meaningful Use” of certified EHR technology. CMS outlines provisions governing the EHR incentive programs, including defining the central concept of “Meaningful Use” of EHR technology. CMS’ goal is for the definition of Meaningful Use to be consistent with applicable provisions of Medicare and Medicaid law while continually advancing the contributions certified EHR technology can make to improving health care quality, safety, efficiency, and reducing health disparities. To accomplish this goal, and for professionals and health care organizations to be considered meaningful EHR users, CMS has proposed a phased approach, with the criteria for Meaningful Use becoming more stringent over (at least) three stages.  The incentive programs do not include the adoption of health care information technology (HIT) per se, but focuses on how HIT can be used to further the CMS goals, and are centered around the critical concept behind “Meaningful Use.”
In defining “Meaningful Use” through the creation of criteria, CMS balanced competing considerations to propose a definition that best ensures reform of health care and improved health care quality. The definition also encourages widespread EHR adoption, promotes innovation, and avoids imposing excessive or unnecessary burdens on health care providers, while at the same time recognizing the short time-frame available under the HITECH Act for providers to begin using certified EHR technology.

This workshop will involve participants in discussions concerning the 23 objectives and measures to be implemented during the three stages of Meaningful Use implementation and the implications for privacy and security policies, procedures, and business processes. The objective will be to publish an informational white paper and supporting document that Academic Medical Center business, privacy, and information security leaders can use to guide informed decision-making.

MATERIALS:

CMS PROPOSES DEFINITION OF MEANGINGFUL USE OF CERTIFIED ELECTRONIC HEALTH RECORDS (EHR) TECHNOLOGY
PRIVACY AND SECURITY STANDARDS APPLICABLE TO ARRA REQUIREMENTS (August 20, 2009 Update) 
Health IT Policy Council Recommendations to National Coordinator for Defining Meaningful Use Final- August 2009
ADDITIONAL RESOURCES:

http://healthit.hhs.gov
Informational/worksheet packets will be made available to registered attendees May 21, 2010
DELIVERABLES:

Workshop attendees will be cited as Contributing Authors
Workshop facilitators will be cited as Editors

1. White Paper – recommendations for developing, implementing and monitoring organizational privacy and security policy and procedures resulting from Meaningful Use initiatives

2. Role Matrix – security and privacy responsibilities and accountability for Academic Medical Center business and technology leaders resulting from Meaningful Use initiatives
AGENDA:
Introductions, goals, and objectives..………………………………. 30 minutes
· Facilitators

· Attendees

· Workshop Format 

· Deliverables

· Report to AMCSP Conference

Privacy and security certification…………………………………...50 minutes
As organizations review strategic plans and operations in the context of electronic health records and increased information sharing, privacy and security leaders will need to consider the effects on organizational information strategy such as:
· Information Security Strategic Planning
· Information Security Program development and evaluation


· Business Process Implementation
· Project Portfolio Management
In this context, leaders will also need to consider the implications for organizational processes related to:

· New marketing limits on PHI

· Restricting data on self-pay episodes from being disclosed to payers

· New limits on use of PHI, constraints on minimum necessary

· New requirements to use limited dataset and de-identified data for health care operations where feasible 

Meaningful Use objectives and measures…...50 minutes
In the context of EHR privacy and security certification criteria, HITECH, HIPAA, and other information security standards, organizations will need to consider the effects on organizational capabilities and accountabilities regarding
· Administrative Safeguards

· Physical Safeguards

· Technical Safeguards
In the context of meeting obligations:

· To transmit PHI to patients (13405(e)) - advantages over third party disclosures
· New issues related to authenticating patients
· Breach Notification requirements and procedures, including integration with state Identity Theft Prevention acts
· Handling the application of a felony for illicit use or disclosure of PHI as extended to AMC workforce members.
Workshop Deliverable: Develop recommendations and guidance for modifying and/or developing organizational privacy and security policies and procedures to address new or evolving requirements resulting from Meaningful Use initiatives.
Implications of Meaningful Use stage 1, 2, and 3………………..….50 minutes

As organizations implement strategies to meet Meaningful Use, privacy and security leaders will need to consider the effects on governance, risk, compliance, privacy, security policy, and business processes with emphasis on
· Governance Model

· Information Security Program components/regulatory requirements (HIPAA Security and Privacy, Breach Notification Laws, HITECH, Red Flags, State laws, etc.)


· Risk Assessment

· Security Program Evaluation

· Privacy and security awareness and training
· Incident reporting and response
· Accounting of disclosures

Workshop Deliverable: Develop matrix of stakeholders, responsibilities, accountabilities, etc. with an emphasis on role of organizational management

Conclusion and Recommendations……………………………..….…30 minutes
Review workshop recommendations regarding privacy and security implications resulting from Meaningful Use that encourages widespread EHR adoption, promotes innovation, and avoids imposing excessive or unnecessary burdens on health care providers, while at the same time recognizing the short time-frame available under the HITECH Act for providers to begin using certified EHR technology. 

Privacy and security leaders will be important stakeholders in organizational preparedness for issues and concerns resulting from Meaningful Use. The major findings of the workshop discussions will be compiled and presented during the opening plenary session of the 6th Academic Medical Center Conference June 7, 2010. 
