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Disclaimer

While the information and recommendations contained in the North Carolina Health Information Security and Privacy Collaboration (NC HISPC) documents and website have been compiled from sources believed to be reliable, NC HISPC makes no guarantee as to, and assumes no responsibility for, the accuracy, sufficiency, or completeness of such information or recommendations. 

Links made from the reference documents submitted shall not represent an endorsement by the State of North Carolina, NC HISPC, NCHICA, or by its members, board of directors, committees, or staff.

The views and opinions of authors expressed within the documents and website do not necessarily state or reflect those of the State of North Carolina, NC HISPC, NCHICA, or by its members, board of directors, committees, or staff, and they may not be used for endorsement purposes. 

The information provided is not intended to constitute an "authoritative statement" under the State of North Carolina’s policies, general statutes, and regulations.

Website Readers

During your visit to our Web site, your Web browser may produce pop-up advertisements. These advertisements were most likely produced by other Web sites you visited or by third party software installed on your computer. NCHICA does not endorse or recommend products or services that may appear as pop-up advertisements on your computer screen while visiting our site.

Commercial Products or Services

Any mention of commercial products within the NC HISPC documents or web pages is for information only; it does not imply recommendation or endorsement of any commercial products, processes, or services by the members of NC HISPC, NCHICA, or the State of North Carolina.

Executive Summary
This NC HISPC interim analysis of solutions report contains the first round of ideas for solutions to the problems and/or ways to utilize opportunities associated with the appropriate and routine exchange of individual health information in electronic form in support of healthcare treatment, payment, operations, and other uses of electronic health information. The Project Team used the HISPC scenarios as a basis for formulating these ideas. And too, the ideas for solutions and useful opportunities expressed herein address classes of exchange that are broader than those given in the scenarios. 
Key Solution Findings: 
Address Complexity Risk in the release process: Solutions need to address the complexity of the current rule set for releasing information. Two techniques have dominated the work to date: 1) simplify the rule set (at least from the releaser’s point of view) and 2) improve the level of training for health information releasers and requestors about the rule set. 
Consider non-privacy/security barriers:  In order for privacy and security solutions to be feasible they must at least not raise business barriers, ideally should lower them, and should support other broad health-related goals. Today business motive to carry out many exchanges is low enough that almost any barrier (de minimus liability, minor labor costs, small transaction friction) is considered high enough to deter appropriate and routine health data exchange. 
Consider entity-centered and person-centered perspectives: Much of the history of electronic health data exchange has focused on direct exchanges between healthcare enterprises. The patient’s involvement in these entity-centered exchanges has been either non-existent or marginal. These entity-centered exchange models have focused on managing privacy through laws, regulations, and policies that applied to populations of persons whose data might be exchanged. The focus has been the management of security in an environment where the entities attempted to act as a proxy for the person at most risk in the exchange process ( i.e. the patient). Providing adequate privacy and security while maintaining adequate data flow has been challenging for these types of exchanges. The existence of the HISPC project itself is an outgrowth of the generality and seriousness of the privacy and security challenge in these traditional entity-centered exchanges. 

In the last couple of years considerations of the value of a health data exchange that puts the consumer/patient at the center of the exchange process have emerged in the form of private and public activities (e.g. products, conferences, whitepapers, and projects). The key idea in a person-controlled health data exchange is that the provider of the data sends the data (along with a request to transmit the data) to a person-controlled software agent. The agent, as configured by the person who is the subject of the data permits and completes appropriate exchanges and rejects others. This approach draws the patient into their healthcare process, eases the creation of personal health records and their associated applications, permits individual flexibility related to privacy, and returns the issue of who is included in the information flow related to a patient’s care back to a dialogue between the patient and his/her healthcare provider(s). 
Both of these general methods of healthcare exchange have characteristics that can aid routine and appropriate health data exchange. In seeking solutions, the Project Team has therefore included ideas from both of these models. 

Background

In April 2004, President George W. Bush issued an Executive Order articulating a vision for the future of healthcare in the United States. The President's plan included the formation of the American Health Information Community (AHIC), a federally-chartered advisory committee that provides input and recommendations to HHS on how to make health records digital and interoperable, and assure that the privacy and security of those records are protected in a smooth market-led way. The AHIC organized the Privacy and Security Workgroup that established the Health Information Security and Privacy Collaboration (HISPC) project in 33 states and Puerto Rico. In November 2006, the NC HISPC completed an assessment that identified variations in privacy and security practices and laws affecting electronic health information exchange among various healthcare stakeholders in North Carolina. The initial findings may be found in the Assessment of Variations Report at the NCHICA website.
The purpose of Interim Analysis of Solutions Report is to document policy, technology and legal solutions to the barriers or obstacles identified in Assessment of Variations Report.  The Interim Analysis of Solutions Report will also document each of the identified potential solutions, their HIE context, privacy and security domains affected, stakeholders involved, HIE barriers being addressed, stage of development and use of solution and possible barriers to adoption.
Legal and Solutions Workgroups Composition

The Legal and Solutions Workgroups are comprised of practice managers; clinicians; professionals in public health policy, health information management, and information security attorneys who represent healthcare stakeholders or organizations specializing in privacy and security, laboratories, healthcare software vendors, and public health agencies. 

With the exception of the PMO, all project participants have contributed their time and expertise to this project.

Scope of the Interim Analysis of Solutions Report

This initial report contains the un-vetted findings and proposed solutions of the Variations, Legal, and Solutions Workgroups. 

NC HISPC attempted to include the stakeholders from the Pharmacy Benefit community; however, they were already participating in the HISPC project with other states. This report will not address the health information exchange among Pharmacy Benefit Managers. 

Due to limited time constraints and resources, this report does not contain interim solutions that address the secondary use of health information in research, healthcare operations, and marketing (Scenarios 7, 11, 12, and 14).  The Legal and Solutions Workgroups will include the solution findings for secondary use of health information during the next iteration of the Analysis of Solutions Report.
Health Information Initiatives within North Carolina

Several strategic health information technology (HIT) initiatives currently are underway in North Carolina. The North Carolina Healthcare Quality Initiative (NCHQI) is a multiple-stakeholder project designed to automate medication, laboratory and radiology data. The first phase of the project involves providing a list of patient medications to the patient’s healthcare provider at the point of contact, so that the provider can evaluate possible drug-to-drug interactions and prescribe correct dosages. This medication management initiative will provide important data quickly in emergency cases, save clinician time that otherwise would be spent pulling charts and calling other care sites, improve patient safety by reducing prescribing errors, lower costs by reducing duplication of orders and tests, provide a single repository or access point for this information, and lead to automating medication refills and e-prescribing. The electronic information will be accessible by health plans, pharmacy benefit managers, pharmacies and healthcare providers. The second phase of the project contemplates the electronic exchange of laboratory and radiology data to further improve care and save time. Consumers will receive all of the above-noted benefits of the project while simultaneously receiving assurance that the privacy and security of their health information is being maintained. Later phases encourage a broader use of electronic health and personal records.
Another ongoing initiative is the Automated Adverse Drug Events Detection and Intervention project, underway at Duke University, which establishes an automated surveillance system for detecting, reporting, intervening in and measuring the incidence and nature of adverse drug events suffered by patients. The system is designed to alert physicians about critical detected events, and certain triggers will result in automated reports that will be evaluated on a daily basis by pharmacists trained in adverse drug event investigation.
The North Carolina Emergency Department Database (NCEDD) project, begun in 1999, created an emergency department data repository for the North Carolina Division of Public Health. NCEDD collected, standardized and analyzed timely and secure emergency department data. The NCEDD led to the 2005 launch of the North Carolina Hospital Emergency Surveillance System (NCHESS), a mandated emergency department collection system that is expected to assist the state in early detection of and response to public health emergencies or potential biological or chemical terrorist attacks. A related venture is the North Carolina Disease Event Tracking and Epidemiologic Collection Tool (NC DETECT), an early event detection system allowing authorized users to view data from NCEDD and the Carolinas Poison Center, NC Wildlife Center and other data sources for a variety of public health surveillance needs.
The University of North Carolina Hospital System is implementing a Perinatal EMR project, involving an electronic version of prenatal medical records integrated into software that will facilitate the input, storage, retrieval and modification of prenatal medical records. The software also will allow patient access to medical data through a wireless LAN. The data will be transferred to and from a centralized database and can be shared with others over the Internet for clinical and research purposes. Another initiative focusing on children’s healthcare was the Provider Access to Immunization Registry Securely Project (PAiRS) system. Begun in 1998, PAiRS was an early, critical component in North Carolina’s development of a statewide immunization registry, which was implemented in 2005. 
North Carolina also is home to a collaborative project with IBM, under a contract with the Office of the National Coordinator for Health Information Technology, to develop a Nationwide Health Information Network (NHIN) architecture prototype. Communities in the Research Triangle, NC and Rockingham County, NC/Danville, VA areas are engaged in this prototype work. 
In the private sector, various healthcare stakeholders are discussing and taking action to create and participate in regional health information organizations (RHIOs). The Western North Carolina Health Network, Inc., a consortium of 16 hospitals in the Blue Ridge mountains, is one of the first RHIOs in North Carolina. Four hospitals currently are connected and the remaining hospitals should be connected by the end of 2006 or early 2007. The participants currently can view patient data from each of the other participating hospitals through a virtual electronic medical records system, and each authorized user has a standardized view of the data. The second phase of the project contemplates including physician offices and clinics within the network for additional efficiencies. 
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Summary of Interim Assessment Variations
The objective of the first phase was to assess the variations in organization-level business policies and state laws that get in the way of health information exchange in North Carolina and its bordering states. The NC HISPC Variations Work Group (VWG) developed a simple assessment methodology to identify the stakeholders’ current practices for sharing patient information, the reason for those practices, if those practices caused any barriers to the exchange of health information, and whether those barriers were appropriate to safeguard the patient’s information or were inappropriate.

The interviews and surveys from the assessment resulted in a vast collection of policies, procedures, barriers, and relevant state or federal laws which has been analyzed by the Legal and Solutions Work Groups.  
Most of the barriers identified during this phase were because of:

· Range within organizations of both interpretation and application of laws.

· Lack of awareness of an organization’s policy on uses and disclosures of health information.
· Lack of policy standards within an organization.
· Lack of interoperability, most often between paper and electronic records.
· Lack of incentive to share information with third parties.
· Lack of definition of Regional Health Information Organization (RHIO) or Health Information Exchange (HIE) and lack of standards for same.
In addition to the barriers mentioned above, there were significant legal barriers that should be brought to the attention of the General Assembly. 

The first, which applied to all levels of health information exchange, is NCGS §8 – 53, a North Carolina statute that establishes the physician-patient privilege, which protects information patients share with their physicians from release to third parties without the patient’s consent or a court order. This state statute was designed originally to encourage patients to share freely their healthcare information with physicians. This law states, “No person, duly authorized to practice physic or surgery, shall be required to disclose any information which he may have acquired in attending a patient in a professional character, and which information was necessary to enable him to prescribe for such patient as a physician, or to do any act for him as a surgeon, and no such information shall be considered public records under G.S. 132‑1. Confidential information obtained in medical records shall be furnished only on the authorization of the patient, or if deceased, the executor, administrator, or, in the case of unadministered estates, the next of kin.” However, the HIPAA Privacy Rule states, “A covered healthcare provider may, without consent, use or disclose protected health information to carry out treatment, payment, or healthcare operations,” 45 CFR §164.506 (2).

Generally, NCGS §8 – 53 has been interpreted as requiring the physician to obtain a patient’s consent before releasing the patient’s health information for purposes of treatment, payment, and healthcare operations. It seems to be the state statute that most frequently acts as a legal barrier to the exchange of health information among healthcare stakeholders for treatment and operations. Virtually all providers who do third-party billing get prior written consent for sharing information needed for payment. 

Second, the federal Clinical Laboratory Information Amendments (CLIA) regulations, 42 CFR §1291(f), currently provide that “Test results must be released only to authorized persons and, if applicable, the individual responsible for using the test results and the laboratory that initially requested the test.” The term “authorized person” is defined in 42 CFR §493.2 as “an individual authorized under State law to order tests or receive test results, or both.” The term “individual responsible for using the test results” is not defined in the CLIA regulations, and there is considerable uncertainty as to its meaning.
This CLIA provision poses a barrier to laboratories’ exchanging healthcare information directly with the patient, with RHIOs, or with other similar organizations who may participate in electronic health information exchange.  
This report presents the first round of Privacy and Security Solutions to the policy, technology, and legal obstacles identified in the Assessment of Variations Report.
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Interim Assessment Findings
Proposed Solutions Methodology

The NC HISPC Steering Committee (SC) developed a methodology to allowed for flexibility of the team members, allowed team members to draw on their natural strengths, and provided enough stability for the PMO that the project would be completed successfully and within deadlines. 

Team members were constituted from responses to a call for volunteers that was included as part of the overall call for volunteers for the other HISPC groups. The Project Team is structured into four sub-groups that correspond to four scenario clusters each of which represent a general area of concern (e.g. payer issues). Each sub-group member accepts a specialty role, (e.g. facilitator, writer, analyst, researcher). This workgroup structure was accepted by the team members, the NC HISPC SC and the Project Manager: 

Team members come from a wide variety of healthcare entity stakeholders including physician practices, hospitals, state government, consultancies, academic medical centers, payers, quality improvement groups, and laboratories. The degree of involvement of each volunteer varies. Some volunteers provide a significant number of hours, some provide a minimal amount of labor time, and others do not visibly participate. The agreed upon work process is designed to function in this type of environment.
The Interim Solutions Work Group (ISWG) Chair workplan includes weekly goals to allow members to understand first the problems and issues, and then to formulate candidate solution outlines, followed by an opportunity to add commentary to those solution outlines that is then analyzed and commented upon by other project participants. This last element takes the form of written sub-group reports. The workplan allows each subgroup to work simultaneously. This design feature reduces the risk of missing the large project milestones because of a single group’s delay. The plan calls for the sub-groups to vet the various solutions and is structured to allow every viewpoint to be represented in the interim and final report along with group views of the applicability of each solution offered. This part of the plan anticipates an environment in which there is sufficient risk to each barrier and sufficient urgency in finding solutions that each offered solution would be pressed forward in some venue in NC at least to the point that it is field-tested. The ISWG Chair correlates and consolidates the various inputs and develops an interim report.

Each sub-group has access to a library of articles, provided by the ISWG Chair, related to privacy and security in  health data exchange. This briefing book is designed to aid their research. Members are urged to contribute additions to the book. Sub-groups are provided initial drafts of VWG findings as they become available.  

The ISWG commentary on solutions in this report leads directly into a vetting and documentation of key traits of each solution in the final report. Most solutions are expected to be pursued concurrently in NC. Prioritizing solutions is not part of the Team’s initial process. 
Solutions are organized by a characterization of the scope of the practice of information exchange to which each solution would apply, along with organizations that indicate the traits of various solutions related to historical issues of electronic health data exchange. See the list in section 4 below. 

The feasibility of identified solutions is incorporated into the vetting process noted above. The process calls for interested parties to comment on the draft (this interim report especially) and have their comments included. 
Analysis of Proposed Solutions
Each of our sub-groups has contributed solutions and solution elements along with analyses that relate to the scenario cluster that defined each group. The sub-groups are:  
· Sub-group 1: Direct Patient Care / Release of Information (scenarios 1-4, 6, 8)
· Sub-group 2 : Payment / PBM / Pharmaceutical Research (scenarios 5, 7, 9, 10)
· Sub-group 3: HC Operations, Marketing and HR Information (scenarios 11, 12, 14)
· Sub-group 4: State Government Centric (scenarios 13, 15-18)
Each sub-group organizes comments on their solutions per domain in textual form and in a tabular format. These are complemented by a synthesizes of all of the sub-group solution proposals that makes apparent different and common traits. Each group also provides a list of key observations that should motivate future progress related to health data exchange in NC. This structure allows the emergence of a variety of ideas, illuminates useful comparisons among those ideas, and provides guidance for future work in this area. 
Group 1 Recommendations

Direct Patient care and General Release of Information 

The current system of exchange of PHI is generally requested via telephone and fax. Authentication and verification process typically consists of return telephone calls whereby the telephone number was obtained independent from the request. Healthcare information is usually transmitted via mail or fax to addresses and numbers listed in phone books, web sites or institutional contact listings. Methodologies of authorization of individuals are established at each entity based on their interpretation of existing privacy and security regulations.

By mail: the request is provided on letterhead or form with accompanying patient consent (typically derived from general consent to treat and obtain necessary information). It is the receiving institution’s “responsibility” to receive the request and secure it in such a way to conform to privacy and security regulations. Verification and authentication in both directions is difficult. The records are in turn are faxed or mailed to the requestor based on the information provided from the request document.

By Fax:  the requesting fax is provided on letterhead or form with accompanying patient consent (typically derived from general consent to treat and obtain necessary information). It is the receiving institutions “responsibility” to have the fax machine secured in such a way to conform to privacy and security regulations. In some entities the fax is followed by a phone call to verify receipt of documents by an “authorized” individual. The records are in turn are faxed or mailed.

By telephone:  the request is made by telephone and the authentication is typically based on if the “caller sounds right” – uses customary vocabulary, phrasing, and tone in describing a plausible scenario of need. In many settings entity protocol (derived from entity interpretation of privacy and security regulations) requires that the entity return a telephone call to the requestor’s stated institution, through the institution’s published phone number, in order to verify the request. In this setting, especially with the level of risk involved with a potential security and privacy breach, the transmission of records become more of a courtesy and less of a component of a justifiable business case. The expenditure of labor costs coupled with exposure provide a very low return on investment. 

Entity to Entity Model

In the entity to entity model, if an electronic system consisting of secure automated request, authentication, verification and transmission of PHI existed, a justifiable business case to support this activity would be easier to build based on reduced risk and a positive return on investments. An interoperable electronic medical records (EMR) system at both institutions would facilitate successful exchange of PHI. A unified system of authentication and verification (standards based) adopted by all entities would be a key component, This would solve a considerable number of problems and would, most importantly, foster legitimate trust relationships between institutions. Business cases for transfer of PHI are easier to support with a significant reduction in the risk of security and privacy breaches. When an entity is then contacted by another entity through such a system the confidence that the "right institution, right individual" to handle the request is much higher and the benefits of mutual cooperation become more apparent. 

Patient Controlled Model

The “trusted third party” agent/agency (RHIO, Health Insurance Carrier) acts as the patient’s health information broker. In addition to serving as a clearing house for distribution of the PHI, maintain logs of request a “repository” could maintain a master copy of the patient’s PHI. They could also serve as the clearing house for distribution of the PHI, maintain logs of requests for information and maintain the integrity and validity of the record by monitoring and mediating changes or corrections. They are also responsible for providing healthcare record security physical and electronic formats. They are contacted by requestors who are authenticated and verified (by ID and password, or other similar means) again using a unified system of authentication and verification (standards based). The individual patient establishes a rule set to determine who has access and under what circumstances PHI is to be released. The patient’s healthcare providers and treating hospitals maintain their copies of the records and based on the patients rule set contribute to and have access to the patients master PHI. The activities of authentication, verification and rule set management as well as possession of the actual PHI may exist within the same organization or may be divided amongst 2 entities.

In the person controlled model if an entity was requesting a patient's PHI the entity to repository interaction would function the same as in the entity to entity model (using a common standard's based authentication and verification system and an interoperable EMR) guided by the parameters established by the patient. The patient could interact with the repository through a secure web portal using the same standards based authentication and verification system or through agents similar to interactions performed at insurance carriers.

Group 2 Recommendations
Payer and Research Information Exchange
Exchanges between these two entity types are permissible in nearly every case, if performed for the purpose of Payment or the Healthcare Operations, of either entity, with appropriate relation to, and for the benefit of, the individual whose health information in the subject of the use or disclosure. There are no known legal barriers to this exchange. 
Most of these types of transactions or exchanges differ from that in the scenario because they take place manually, using telephones, facsimile machines, and mail services to send paper and other hard-copy records between the entities that maintain the records and those who request them.

The primary goal of the solution is to further develop web-based “portals” currently in use by many providers and payers. Portals provide self-service solutions to customers and business partners. Portal capability could be expanded to administer more complex requests and document types and to share healthcare information with approved users. 

Information portals are currently organized as a “provider-site” or “payer-site”. The steps below represent steps of a solution recommendation that will result in a more robust Health Information Network (HIN). This could be structured at regional or national levels. It would require coordination and cooperation of all stakeholders. 
A provider-site may grant access to these stakeholders to obtain the following information:
· Patients and/or their legal agents may access lab/test results, billing and administrative information, appointments and scheduling, copies of medical records, prescription requests, pharmacy information, secure email to providers, and such.
· Payers may access medical record requests and other patient encounter information (labs/tests), provider directory with NPI listings, and such. 

· Providers may access medical records requests and other patient encounter information, prescription information (current and past), provider directory with NPI listings, and such. 

A payer-site may grant access to these stakeholders to obtain the following information:  
· Providers may access eligibility status, benefits, claim submission, claim status, payment status, and such.
· Individuals/Members/Patients/Legal Agents may access, benefit eligibility, claim submission, claim status, claims history, payment status, and such.
· Payers may access eligibility/benefits for coordination of benefits, and such. 
The portal could be a user-friendly web interface from which information can be requested by various entity types, including patients or their legal representatives. 
A benefit to this solution is that it does not require direct access to a provider’s EHR systems, a payer’s claims payment system, or any other of primary operating system. 
Solution(s) Recommendation:

The Project Team recommends that NC adequately fund a pilot to explore the capabilities of developing an information portal system to access and exchange healthcare information. 
Group 3 Recommendations

Healthcare Operations and Marketing Information Exchange

Report for group 3  HC Operations, Marketing and HR Information Scenarios

None provided. 

Group 4 Recommendations
State Government and Public Health Information Exchange
Group 4 barriers are summarized in three categories: Legal/Regulatory/Policy, Reluctance Barriers, and Technology/Process. 

Legal/Regulatory/Policy barriers – Many legal barriers serve to protect personal information and are appropriate. Most organizations have internal policy statements that reflect state and national regulations. There are inconsistencies among the regulations at the state and federal levels. The bulk of these regulations are directed toward entities involved in the exchange of health information rather than healthcare consumers. Business and workforce agreements are important at the levels of the entity and the individual. Entity employees involved in the exchange of personal health information are at least made aware of personal responsibility from deliberate and/or accidental disclosure. 
As stated in the Assessment of Variation Report, there is inconsistency between mental health/substance abuse information and other health information in how often disclosure authorizations are required. HIPAA, with some exceptions, permits patient consent at the initiation of treatment to cover use within and disclosure without the initial provider organization for treatment, payment, and operations. However, mental health/substance abuse regulations require separate authorizations for each exchange of information from the initial provider organization to another entity. 
Some regulations require formal confidentiality agreements between entities for sharing data, and include provisions requiring protection of the data at each location. HIPAA details a Business Associate Agreement between entities for exchange of PHI. 42 CFR Parts 2 and 433 require written agreements between entities exchanging PHI which define local entity data protection safeguards. However, apart from HIPAA Security many of the other federal regulations, such as 42 CFR Parts 2, 51, 431, and 433, make no requirements for protecting personal health data in transit across networks. State regulations are inconsistent in their requirements for protecting data in transit, but State (ITS) and (DHHS) policies assert requirements for encrypting “confidential” data in transit. 
Because current regulations and public policy are based on paper methods of information exchange, processes for validating authentication of healthcare consumers seeking access to their personal health information via electronic exchange is not addressed. Many organizational policies address these issues. There are no federal or NC statutes that specify any responsibilities of an  individual healthcare consumer to protect personal health information. There seems to be a tacit understanding that, once obtained, an individual can use, disclose, and modify her/his copy of her/his personal health information at her/his discretion.

Group recommendations: 
Smooth the differences among state and federal regulations. The HIPPA foundation could be expanded to include the adoption of accepted security standards to aid in the implementation of information security management. The expansion would need define terms and clarify all aspects of data protection, including business agreements, authentication, authorization of all individuals and their delegates, protection of data at rest in each party of an exchange, and protection of data in transit. This should also clarify the responsibilities of individuals who gain access to and are in possession of their own data, including prohibitions against making inaccurate or fraudulent changes in the records.

Initiate a concepts of “original” and “copy” of each set of personal health information. The “original” set will be retained and made essentially inaccessible by the provider organization or data repository. Only a “copy” will be made available to requestors of such information, even to the subject of the records. Each “copy” will always be clearly identified as such. This allows for a comparison between the “original” and any subsequent variations in different “copies” for the purposes of fraud reduction and detection. Corrections of legitimate errors to the existing data can be appended to the “original” set.

Establish a pilot project with adequate funding to explore the Person-Controlled Health Data Exchange (PCHDX) concept. The PCHDX, because it would reduce an entity’s responsibility for controlling the elements of an exchange of health information, may provide a solution to some of the disparities among state and federal regulations. If the healthcare consumer, or her/his authorized delegate, is the gatekeeper to personal information then each instance of exchange would be pre-authorized or made in a pre-defined manner. Potentially this may reduce the need for some regulatory changes. The process(es) for defining access authentication and delegation of authorization would need to be strict. The PCHDX could also work well with the “original” and “copy” concepts. The pilot would have to address all data protection issues, contingencies for emergent circumstances whereby the healthcare consumer is unable to grant access to healthcare information, the possibility of access barriers for indirect providers such as laboratories, and the impact upon legitimate secondary uses and disclosures that are permissible under existing law. 
Reluctance barriers – These barriers relate to the reluctance to share information in the case that a law existed which would prevent the sharing, or reluctance to share because there was no precedent or existing process to do so. In some cases unnecessary barriers reflected an unclear understanding of the requirements of certain laws. 
Reluctance barriers reflect that many healthcare organizations – public and private, large and small – have mixed success within the areas of training and awareness for privacy and security responsibilities. There may be a perception that the general patient population has a lack of confidence in efforts to implement privacy and security requirements; perhaps based on a general misunderstanding of technology.

Solution recommendation: 
Initiate the PCHDX concept for awareness purposes. Many healthcare consumers are unaware of the implications of access to personal health information and the consequences of unauthorized access and misuse of that information. Initiating a process that places the individual or delegate as the primary agent responsible for granting access would increase a sense of ownership and control to the consumers, and could provide an opportunity to educate individuals about privacy and security issues and responsibilities. The PCHDX concept could be the centerpiece in a comprehensive awareness strategy. Organizational and entity level awareness programs would serve to reinforce the information.

Technology/Process barriers – Technology and process barriers reflect a lack of coordination and/or interoperability among agencies who share information. This is especially relevant among entities in different states. Technological solutions for this type of barrier may be successful when coupled with clear understandings of implementation and management of such technologies. Additionally, it is vital to assess the vulnerabilities of any proposed technology. 
To ensure that policy, process, and technology are consistently implement across state lines, State agencies would have to arrive at a centrally administered solution for exchanging data.

Group Recommendations:
Clearly define and document business drivers and business uses for data exchange. 
Clear definitions of business drivers and uses for data exchange would ease the incorporation of appropriate technological solutions. Many early efforts at automation are based on vague goals with an unclear definition as to how these goals may change healthcare operations at all levels. Clearly defined goals would maximize the implementation of successful technological solutions. 


Introduce the concept of technology/process standard thresholds. A standard threshold differs from a barrier in that it specifies a minimum set of capabilities for eliminating technology/process barriers. Initiating a nation-wide network from the top down would be overwhelmingly expensive and would perpetuate the current set of network and process vulnerabilities that exist across the local organizational technologies throughout the larger network (“a chain is only as strong as its weakest link”). Since all organizations are not equal, a defined set of technology/process thresholds would identify the minimum connectivity requirements for each organization. This would also be important for RHIOs which may play a role as an information broker/clearinghouse/trading partner for smaller organizations.

Develop standard exchange network policies, beginning at local/regional levels. Develop standard policies for data exchange that build upon current efforts. In this case policy standardization is more important than the technology standardization. As hardware and software technologies converge towards common capabilities, ensuring the appropriate exchange of data is more important than specifying common vendors. 

Critical Observations

The PCHDX concept is one model that would address and has the potential to resolve a number of barriers identified in the Variations Report. Individual consumer involvement at the center of the healthcare information exchange may result in an enhanced awareness of privacy and security issues across the general population. The model would need to be supported by carefully defined policies for authentication, authorization (especially for personal delegates), protecting data in transit and at rest, and responsibilities of the individual for the care of their own records (see discussions above).

The HISPC assessment has sought to identify barriers to sharing healthcare information with the expectation that at least some of the barriers can be reduced to facilitate sharing among facilities and across State boundaries. The Project Team maintains that some barriers are appropriate. Some of the identified barriers are necessary as privacy or security risk controls.

Comments for Group 4 – per Domain

1. User and entity authentication to verify that a person or entity seeking access to electronic personal health information is who they claim to be.

Entity-centered models

Entity networks must verify and validate the identity of connecting persons. A National Provider ID (NPID) will assist in this process. The NC State registry of providers and the NC Identity Management (NCID) project provide a consistent identity scheme for individual providers and entities doing business with the State. Remote access users need to be under a contractual relationship to ensure appropriate use of an organization’s accounts. 
Person-centered models

Healthcare consumers and their delegates must be authenticated and authorized reliably to the patient agent or agency. The agent/agency must be authenticated and authorized with the provider organization. Personal Health Records (PHR) may be a solution, but would require control polices regarding id, password, static encryption, and such in order to ensure protection while with the healthcare consumer. 
Other models/comments

In a PCHDX an intermediary agent/agency will make connections with healthcare providers. As such PCHDX could help to relieve concerns about direct access to provider networks by other providers. Each endpoint entity will have to be confident of the agent/agency connection.
2. Information authorization and access controls to allow access only to people or software programs that have been granted access rights to electronic personal health information.

Entity-centered models

Entity networks must verify and validate the identity of connecting persons. The NPID will assist in this process. The NC State registry of providers and the NC project provide a consistent identity scheme for individual providers and entities doing business with the State. Remote access users need to be under a contractual relationship to ensure appropriate use of an organization’s accounts. 

Person-centered models

Healthcare consumers and their delegates must be authenticated and authorized reliably to the patient agent or agency. The agent/agency must be authenticated and authorized with the provider organization. PHR may be a solution, but would require control polices regarding id, password, static encryption, and such in order to ensure protection while with the healthcare consumer. 

Other models/comments

In a PCHDX an intermediary agent/agency will make connections with healthcare providers. As such, a PCHDX could help to relieve concerns about direct access to provider networks by other providers. Each endpoint entity will have to be confident of the agent/agency connection. Technical solutions and policy definitions are necessary go ensure isolated access to authorized information. 
Domains 1 and 2 characteristically are combined in the generalized access control process. Authentication and authorization are not implemented separately.
3. Patient and provider identification to match identities across multiple information systems and locate electronic personal health information across enterprises.

Entity-centered models

Policy needs to define and clarify the process by which a healthcare consumer’s identity is confirmed among separate provider organizations. NCID identity management may result in identity consistency among State agencies. However, State-to-private entities will require standardization. 
Person-centered models

Because the healthcare consumer is responsible for the exchange, the agent/agency will need to be authenticated and/or authorized with all necessary entities, including State agencies. 
Other models/comments

The NCID may help with agency and provider organization and patient identities within State agencies.
4. Information transmission security or exchange protocols (i.e., encryption, etc.) for information that is being exchanged over an electronic communications network.

Entity-centered models

Entities are required by HIPAA to protect data in storage and in transit.

Person-centered models

Will need ways to ensure the secure storage and transmission of PHR. If PHR is not involved, the agent/agency has the responsibility for protection.

Other models/comments

The requirement of encryption standards must be considered, such as IPv6.
NC State ITS and DHHS policies do assert that confidential information must be encrypted in transit. Actual procedures are still being drafted and documented to define the actual encryption technologies to be used. The State-established (VPN) encrypt information in transit. Currently, all state network traffic conforms to IP version 4, which has been standard for several years. IP version 6 has been available for use for several years, but the transition is not simple, and to date, the State has no defined plans for migration. IP v 6 includes a type of encryption for all data/information transmitted, the IPSec family of protocols. This would obviate the need for specific state policies and procedures for data encryption. Therefore, until the time healthcare information is transferred, specific procedures will still be required to ensure protection of confidential data by encryption technologies.

5. Information protections so that electronic personal health information cannot be improperly modified.

Entity-centered models 
Vendors of EHRs and HIE technology need to incorporate proper access controls into their software (this seems to be in place currently). Entities also need to include access control processes for internal use and updates of PHI.

Person-centered models

Something should be in place to ensure that healthcare consumers are not allowed to modify their PHI. This could be provide by the implementation of “original” and “copy” concepts. In this case a duplicate “copy’ would be made from a provider’s internal network “original”. Thereby making the “original” available for comparison at a later date in order to verify the integrity of this and subsequent copies.

Other models/comments

6. Information audits that record and monitor the activity of health information systems.

Entity-centered models

Vendors of EHRs and HIE technology should provide detailed audit trails as to who, how, and what access has been provided for a medical record. This seems to be in place currently, and perhaps the main concern would be giving that information to the patient so that they may see who has had access. Logs should include failed attempts to access the information to aid in distinguishing accidental or deliberate unauthorized attempts, and all exchange activities in and out of the entity. State DHHS policies require audit trails for health information activity.

Person-centered models

A PHR should indicate when a record has been changed, by whom, and what changes have been made. Healthcare consumers should be able to access this information through their PHR. Agent/agency responsibilities will include the same requirements on behalf of the consumers. Entities should continue to track exchange activity data.

Other models/comments

This relates to and backs up Domains 1-5. Each of these domains would be incomplete or inadequate without audit trails.

7. Administrative or physical security safeguards required to implement a comprehensive security platform for health IT.

Entity-centered models

Most large-medium Healthcare Organizations (HCOs) already have a comprehensive security structure, smaller HCOs do not. RHIOs may offer outsourcing technology services to the smaller HCOs. The State ITS and DHHS follow the HIPAA requirements for policies for enterprise security.

Person-centered models

An agent/agency for the healthcare consumer would have to comply with the same security requirements when exchanging information with other entities.

Other models/comments
None

8. State law restrictions about information types and classes, and the solutions by which electronic personal health information can be viewed and exchanged.

Entity-centered models

State and federal regulations have different requirements for certain information, e.g., mental health and substance abuse information. Entity to entity exchange requires patient (or representative) permission for each exchange. When a patient has records in both categories – general health information and more restricted information – some State agencies are not sure how to restrict the complete health record of such a patient. State policies need to be clear about such exchanges among different State agencies, and from State to Private entities. Once policies are clarified, better training and awareness can be disseminated. 
State law (GS 130A.22) allows for the exchange of information in a ‘bioterrorism’ incident without penalty, but also restricts the sharing of personally identifiable information. This process needs to be addressed specifically in ITS and DHHS policies. 
Person-centered models

Clarification would be needed to describe healthcare consumer responsibilities for information exchange during emergency situations, e.g., bioterrorism or quarantines. Public Health agencies must be able to disseminate certain information quickly in emergencies.

Other models/comments

The SWG and Project Team recommend the introduction of a state Health Data Exchange Act that would serve to clarify authorization requirements and inconsistencies. Possible authorization requirements can include:

Characterizations and delimitations of the actual healthcare records and information and/or subsets that will be made available for exchange

· Restriction categories (if necessary)

· ‘Original’ vs. ‘copy’

· De-identified records

· Research-appropriate subsets (ad-hoc, based on research protocols)

· Local record (entity-specific) vs. complete PHI 

· Time limitations (e.g., regulatory requirements allowing destruction/disposal)

Clear identification of the participants and their roles and responsibilities with PHI exchange

· Provider entity and representatives

· Provider and alternates (staff, assistants, referrals, etc.)

· Patient 

· Person-agent (e.g., parent, guardian, spouse, etc.)

· Entity-agency and representatives

· Responsibilities, e.g.: protection, ownership, ability to consent, delegate, exchange, destroy

Clearly defined processes, rules, and use cases that enable appropriate access to and exchange of PHI

· PHI lifecycle access restrictions

· Protection at rest, in use, and during exchange

· Treatment, payment and operation practices and processes

· Create, update, modify, view, disseminate, consent, delegate, delete/destroy

9. Information use and disclosure policies that arise as healthcare entities share clinical health information electronically.

Entity-centered models

Definitions of ‘blanket use’ and opt-in/opt-out for all or part of information exchange need to be clarified. Continuity of care needs to have the highest emphasis. Policies can also be built around the bullets in Domain 9 Comments.

Person-centered models

Policies and procedures will still be needed for the exchange of healthcare information between entity and person or agent/agency. 

Other models/comments

Policies and procedures need to be made consistent. Comprehensive training and awareness that covers all policies and workforce is needed. 
Issues of research, biosurveillance, and such must be considered when educating providers and patients in the exchange/potential for exchange of information. It will be necessary for State DHHS to leadership to give directives requesting a clarification of regulations (or towards the suggested “Health Data Exchange Act”). Expanded training and awareness of responsibilities and permissions also require leadership support. 
10. Other:  Laws, regulations, and practices affecting the exchange of PHI between entities through an exchange mechanism controlled by the subject of the information.

Entity-centered models

Setting up a Person Controlled Exchange process may not completely eliminate entity-to-entity exchanges, so the existing entity-to-entity regulations would still need to be emphasized. Although an entity’s responsibility is reduced once the healthcare information is released to the healthcare consumer’s agent/agency, regulations will still be necessary in regards to the issues of validating the request for healthcare information and protecting the information up to the point of release. 
Person-centered models

The PCHDX model will need to be clearly defined by either regulation or policy.

Other models/comments

This could be a means to improve healthcare consumer awareness around health information security and privacy. Implementation of a PCHDX model would require significant instruction and training for users to clarify regulatory requirements and the consequences of unauthorized disclosures. 
Combined Solutions Commentary 

Below are the common findings from all four sub-groups followed by a few key observations. 

Common solutions:

Each sub-group can envision the use of a person-controlled health data exchange as a way to avoid potential complexities and limits of an entity-centered exchange. How a health data exchange (of either type) would work at a point in time when the person is not competent to manage their health decisions deserves more attention. 
Despite the barriers to any method of electronic exchange, all of the sub-groups see electronic exchange as offering systemic health advantages that are an improvement over paper or voice data exchange for routine exchanges. 
The HIPAA Privacy Rule forms a sound basis for managing the disclosure of PHI. Because it can be augmented by state law(s) which express the viewpoint of varying publics and their preferences of how disclosure should be managed between entities. The HIPAA Privacy Rule also provides a good basis for expressing patient rights to access records held by various covered entities. The HIPAA Security Rule is a sound basis for managing security of health records held by covered entities. Its principles need to be extended to managing security in health data.
Key Observations:

1) Explore PCHDXs:  Person-controlled health data exchanges could assure high flow in a health data exchange while preserving privacy. It shows the low potential to interfere with care to which the patient has consented and may speed appropriate care in cases where legal barriers to information release today are significant.

2) Address Complexity and Ambiguity:  Two techniques to simplify and clarify current rule sets for the release of information are 1) simplify the rule set (at least from the releaser’s point of view) without increasing privacy risk or eliminating releases that patients want to occur and 2) improve the level of training for health information releasers and requestors about the rule set. 

3) Consider non-privacy/security barriers:  In order for privacy and security solutions to be feasible they must not raise business barriers, should lower them, and should offer support to other broad health-related goals. Frequently the business motive to carry out many health information exchanges is low enough that almost any barrier (de minimus liability, minor labor costs, small transaction friction) may be considered high enough to deter appropriate and routine health data exchange. 
4) Encourage greater collaboration between policy makers and technical experts: Overcoming the barriers related to privacy and security needs to involve an integrated collaboration between policy makers and technical experts at every level of analysis, planning, and implementation. 

5) Address business process and technical interoperability. Overcoming the privacy and security barriers to routine electronic health data exchange includes developing business and technical processes and policies related to data exchange that can interoperate. For example, to assure that the two entities have the same person in mind requires technical, business process similarities. 
Combined Commentary for Each Domain
1. User and entity authentication to verify that a person or entity seeking access to electronic personal health information is who they claim to be.

Authenticating individuals involved with a health information exchange vital to managing risk of inappropriate access to PHI. The frequent change of authorized accessor populations must be considered.   

Entity-centered models

A process to monitor and manage the frequently changing authorized accessor populations must be in place. While the new NPI will help at the national level and the NC IMP will help in NC, a more comprehensive solution would require more study. 

Person-centered models

This model adds the need to authenticate persons who are subjects of the exchanges. 

Other models/comments

2. Information authorization and access controls to allow access only to people or software programs that have been granted access rights to electronic personal health information.

Once the authenticity of an accessor is established (in #1 above), what that accessor is authorized to do must be known and enforced within the health data exchange. 

Entity-centered model

The entity sourcing the data in a given exchange must know whether disclosing the data is consistent with existing state and federal privacy laws, regulations. This task is very complex. Security measures must reasonably support exchanges that do occur. 

Person-centered models
The person who is the subject of the records decides who may release information. This is typically done using a software agent configured by the person. Various forms of inappropriate access (e.g. for claims fraud) could be discovered and thwarted by the patient’s software agent and potentially the patient. 
Other models/comments

3. Patient and provider identification to match identities across multiple information systems and locate electronic personal health information across enterprises.

Entity-centered models

As noted in #1 and #2, this is a complex process with the costs and risks forming a barrier for the entities to what are typically exchanges that a patient would permit. 

Person-centered models

Patients establish an identifier that source and target entities can use to refer to the patient. Web-of-trust identification models could be used assure patient identity and to match these identities with the correct providers and health plans. 
Other models/comments

The NCID may help with organization (agency and provider) and patient identities with State agencies.
4. Information transmission security or exchange protocols (i.e., encryption, etc.) for information that is being exchanged over an electronic communications network.

A security program is the result of a risk management process where risks to confidentiality, data integrity, and data availability are managed. In the case of a thriving health data exchange, the risks are higher than the risks at any single user of the health data exchange. Security measures can be expected to be more stringent in some ways for a health data exchange than for a single health data exchange participant. Further, health data exchange usage involves risks to the sender, the person who is the subject of the exchange, and the recipient. 
Entity-centered models

Entities are required by HIPAA and in some cases, state law, to protect data in storage and in transit. HIPAA’s Security Rule has the obligation to assess and manage the risks to confidentiality, integrity, and availability as a core requirement. The entity-centered model depends on entities to manage the risk of data exchange for the person/patient. The willingness to take up this risk is a potent barrier to data exchange today. 

Person-centered models

This model focuses the exchange risk to the patient in the patient’s hands. This aids in aligning the risks with the person at risk. Ordinary encryption and digital signature (of the sender) can assure the confidentiality and integrity of the data. Assuring availability in this model has similar challenges to those found in the entity-centered model. 

Other models/comments

5. Information protections so that electronic personal health information cannot be improperly modified.

For both the entity-centered and person-centered models the chief solution to improperly modified data is the use of digital signature based on public/private key technology. Any system that reduces the risk of improper modification increases the originator’s risk if data is in error and decreases risk for the recipient of using errant data. Solutions should make use of this factor in forming deterrents to improper modification. 

Secondary deterrents to improper modification of data can be obtained by stringent security measures that assure that the risk of improper access to data is kept at an acceptable level. 

Lastly, those who source information can keep copies of data that is sent and that can be produced if some event calls into question the authenticity of received data. 

Entity-centered models

Person-centered models

6. Information audits that record and monitor the activity of health information systems.

Audit records of data exchange attempts in combination with a robust and routine analysis of those records can reduce risk of improper disclosure without imposing stringent prior restraints on disclosure policies. Such audit trails could also serve as the disclosure history required by the HIPAA Privacy Rule. 

Entity-centered models

Vendors of EHRs and HIE technology should provide detailed audit trails as to who, how, and what access has been provided for a medical record. This seems to be in place currently. Logs should include failed attempts to access the information, to aid in distinguishing accidental or deliberate unauthorized attempts, and all exchange activities in and out of the entity. State DHHS policies require audit trails for health information activity.

Person-centered models

Vendors of patient-centered health information exchange technologies should provide detailed audit trails as to who, how, and what access has been provided for a medical record. Logs should include failed attempts to access the information, to aid in distinguishing accidental or deliberate unauthorized attempts, and all exchange activities in and out of the entity. State DHHS policies require audit trails for health information activity.

Other models/comments

Each of Domains 1-5 would be incomplete or inadequate without audit trails.

7. Administrative or physical security safeguards required to implement a comprehensive security platform for health IT.

 Many aspects of administrative and physical security are similar between the two models. An important difference in designing the risk management in this area is that the person-centered model places more obligation on the person (i.e. the party most at risk in the exchange). 

Entity-centered models

Most large-medium healthcare organizations already have a comprehensive security structure, smaller ones do not. This may be opportunity for RHIOs to offer outsourcing technology services to the smaller organizations. The State ITS and DHHS policies are clear in their expectation for enterprise security.

Person-centered models

The Patient "Agency/Agent" would have to comply with the same security requirements when exchanging information with other entities.

Other models/comments

8. State law restrictions about information types and classes, and the solutions by which electronic personal health information can be viewed and exchanged.

Entity-centered models: 
The entity-centered model aligns its disclosure rules with privacy law and regulation and with the sourcing entity’s view of risk in releasing information. The complexity and vagueness of the aggregation of these laws and regulations is a barrier in this model. 
Person-centered models

In the person-centered model, the person (i.e. their software agent) decides which releases to permit based on their own sense of the tradeoff between his/her privacy and the value of exchange. 
Other models/comments

One sub-group has suggested that an overarching Health Data Exchange Act be introduced to eliminate the differences and clarifies the authorization requirements in support of an entity-centered model. Possible authorization requirements can include:

Characterizations and delimitations of the actual healthcare records and information and/or subsets that will be made available for exchange

· Restriction categories (if necessary)

· ‘Original’ vs. ‘copy’

· De-identified records

· Research-appropriate subsets (ad-hoc, based on research protocols)

· Local record (entity-specific) vs. complete PHI 

· Time limitations (e.g., regulatory requirements allowing destruction/disposal)

Clear identification of the participants and their roles and responsibilities with PHI exchange

· Provider entity and representatives

· Provider and alternates (staff, assistants, referrals, etc.)

· Patient 

· Person-agent (e.g., parent, guardian, spouse, etc.)

· Entity-agency and representatives

· Responsibilities, e.g.: protection, ownership, ability to consent, delegate, exchange, destroy

Clearly defined processes, rules, and use cases that enable appropriate access to and exchange of PHI

· PHI lifecycle access restrictions

· Protection at rest, in use, and during exchange

· Treatment, payment and operation practices and processes

· Create, update, modify, view, disseminate, consent, delegate, delete/destroy

9. Information use and disclosure policies that arise as healthcare entities share clinical health information electronically.

Entity-centered models

Definitions of ‘blanket use’ and opt-in/opt-out for all or part of information exchange need to be clarified. 
Person-centered models

In this model the intra-entity policy is simplified. The patient’s software agent decides whether a disclosure offered by a sourcing entity is permitted. 
Other models/comments

For entity-centered models:  Policies and procedures in general need to be made consistent, also training and awareness needs to be comprehensive - coverage of all policies and coverage of all workforce. They also need to consider issues of research, bio-surveillance, etc. when education providers and patients in the exchange/potential for exchange of information. Directives from organizations towards clarification of regulations (or towards the suggested “Health Data Exchange Act”) will be necessary to support expanded training and awareness of responsibilities and permissions.
See the Appendix of NC ISWG Briefing Articles for background on all to the points addressed in this interim report. 
Group Recommendations to Address State and National Issues 

As stated in the Assessment of Variations Report, there are significant legal barriers preventing the timely exchange of electronic health information that require the immediate attention of the North Carolina General Assembly and federal legislators.  

This Interim Analysis of Legal Solutions Report will include draft model legislation, business agreements, and uniform patient consent / authorization forms to be considered.

Group Recommendations to Address State Issues 

LWG Solution 1: Prepare or revise statutes to minimize perceived conflicts between NCGS §8 – 53 and HIPAA with respect to sharing health information for treatment, payment, and operations and other uses or disclosures for which patient authorization is not required under HIPAA.
General Context: NCGS §8 – 53. Communications between physician and patient.

This North Carolina statute resides in the evidentiary provisions, but it has been interpreted to prohibit uses and disclosures of patient information in other contexts without patient authorization or a court order.  This statute has emerged as the most often-cited barrier to exchange of health information in the State.  
Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Prohibitive state laws.

Stage of development (planning, implementation):  Early stage of drafting legislation

Extent to which solution is in use:   Currently not in use

Applicability of solution:  All covered entities under HIPAA and other stakeholders 
Extent of barriers or opposition:  Opposition to specific changes is possible. Need to assess potential unintended consequences of a broad amendment.  For those who interpret NCGS §8 – 53 to be a barrier for uses and disclosures of health information, the extent of this barrier is pervasive. 

LWG Solution 2:  Recodify NC healthcare related statutes and regulations so that all statutes regarding release of healthcare information may be found within a single section or several consecutive sections of the General Statutes and the Administrative Code.

LWG Solution 3:  Expand communicable disease and bio-surveillance reporting beyond North Carolina’s emergency room.  Initiate an Internet repository of directions for providers that will answer questions as to who is responsible for reporting what information, to whom reports must be made, the periodicity of such reports, and the appropriate reporting mechanism(s).  Training must be offered to all persons or entities required to make reports regarding where to find the repository and how to use it.

General Context: Because statutes and regulations regarding information that must be reported to various state oversight agencies (e.g., cancer, communicable disease information) is located in a variety of statutes and regulations throughout the North Carolina General Statutes and the North Carolina Administrative Code, healthcare providers often do not know that they have an obligation to report certain information.

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Lack of awareness of what providers are required to report; Lack of technology
Stage of development (planning, implementation):  Planning
Extent to which solution is in use:   The solution is currently implemented through the North Carolina Public Health Information Network (NPHIN). 

Applicability of solution:  All healthcare providers, NC Public Health
Extent of barriers or opposition:  Opposition to specific changes is possible.  
LWG Solution 4: Seek legislative clarification of provision NCGS § 130A.-143 (3) 

General Context: Confidentiality of Records NCGS § 130A.-143 (3) Is not clear whether or not this statute covers the release of information regarding HIV to another entity or only the release of information within an entity for treatment of the patient.

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Lack of policy standardization
Stage of development (planning, implementation): none  
Extent to which solution is in use: none
Applicability of solution:  All covered entities under HIPAA and other stakeholders
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 5: Seek legislative assistance in clarifying such an order, perhaps relying on “pecking order” contained in Do Not Resuscitate or other enumerated provisions.

General Context: There is no “pecking order” for determining which of several persons may consent to treatment for a patient in the event the patient experiences an emergency.

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Lack of policy standardization
Stage of development (planning, implementation): Proposed solution to be vetted by NC HISPC Steering Committee prior to planning implementation.
Extent to which solution is in use:   Currently not in use. 

Applicability of solution:  All covered entities under HIPAA and other stakeholders
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 6: Pass national/state laws requiring such organizations to implement such policies and specific standards for same. Adopt standards to support HIPAA Privacy and Security requirements.  
General Context: Healthcare related organizations may not have policies or procedures related to appropriate uses and disclosures of health information.

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Lack of policy standardization. Lack of information security standards.
Stage of development (planning, implementation): Planning
Extent to which solution is in use:  Currently not in use.
Applicability of solution:  All covered entities under HIPAA and other stakeholders 
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 7: Consider revising NCGS § 122C-55(i) to permit disclosure of this information to all providers treating the patient, recognizing that the effectiveness of the amendment may depend upon revision to the federal regulations regarding substance abuse treatment information, addressed below (42 CFR §§ 2.1 and 2.2).
General Context: NCGS § 122C-55.   Re-disclosure of Mental Health Information. NCGS § 122C-55(i) allows for release of mental health and substance abuse information to the physician or psychologist who referred a patient to the facility, but it fails to provide for release of this information to any other physician (such as a primary care provider or specialist).  
Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Prohibitive state laws.
Stage of development (planning, implementation):  Planning.
Extent to which solution is in use:   Currently not in use.
Applicability of solution:  All covered entities under HIPAA and other stakeholders
Extent of barriers or opposition:  Opposition to specific changes is possible. 
Group Recommendations to Address National Issues
LWG Solution 8: Amend 42 CFR §§ 2.1 and 2.2. Federal Mental Health and Substance Abuse Information, the Substance Abuse treatment provisions to allow for re-release of such information to healthcare providers without limitation for purposes of treatment.

General Context 1:  For release or re-release of substance abuse treatment information to third parties, federal law requires patient authorization or a court order, and it further requires the releasing party to provide notice of these restrictions upon any re-disclosure of such information (42 CFR § 2.32).

Due to the requirements within 42 CFR §§ 2.1 and 2.2 for additional authorization from the patient to re-disclose substance abuse treatment information, the treating physician often may treat the patient with incomplete information (i.e., without knowledge that the patient has been or is in treatment for substance abuse).
General Context 2: For facilities that receive federal funding, 42 CFR §§ 2.1 and 2.2 pre-empt NCGS § 122C-55(i). Substance abuse information is specially protected, so a consent for release must specify release of this information.  Some hospitals include a space on their general consent forms for patients to initial in the event that the patient agrees to allow the hospital to release health information regarding the patient’s substance abuse.  Because substance abuse information is specially protected, it also needs to be segregated in the medical record in order to maintain such special protection, whether the record is maintained in paper or electronic format.  Some facilities have policies specifying that substance abuse information must be maintained separately in the patient’s medical record.  

Privacy & security domain addressed:  Federal law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Prohibitive federal laws.
Stage of development (planning, implementation): Planning. 
Extent to which solution is in use: To be determined.
Applicability of solution:  To be determined.
Extent of barriers or opposition:  To be determined.
LWG Solution 9: Implement state-wide HIPAA conformance requirements including implementation standards. 
General Context: To be determined by Legal Work Group.
Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders.
HIE barrier(s) addressed:  Lack of policy standardization; Misinterpretation of law.
Stage of development (planning, implementation):  Planning.
Extent to which solution is in use:   Currently not in use.
Applicability of solution:  All covered entities under HIPAA
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 10: NC HISPC Proposed CLIA Amendment
Alternative 1: Revision of 42 CFR §493.1291(f)

Test results must be released to the authorized person who ordered the test. In addition, notwithstanding any contrary State law defining who is an individual authorized to order tests or receive test results or both, test results may be released to:

(1) The laboratory that initially requested the test, if applicable;

(2) Any person designated to receive the test results by the authorized person who ordered the test;

(3) A “covered entity”, as defined in 45 C.F.R. §160.103; and

(4) A “business associate” of a covered entity, as defined in 45 C.F.R. §160.103.

This section shall not be construed to permit the disclosure of any specific type of test result to any of the persons or entities named herein where the disclosure of test results of that type is otherwise prohibited by State or Federal law.

Alternative 2: Addition to 42 CFR §493.2

Individual responsible for using the test results means, notwithstanding any contrary State law defining who is an individual authorized to order tests or receive test results or both:


(a) Any person designated to receive the test results by the authorized person who ordered 
the test;


(b) A “covered entity”, as defined in 45 C.F.R. §160.103; and


(c) A “business associate” of a covered entity, as defined in 45 C.F.R. §160.103.

This definition shall not be construed to permit the disclosure of any specific type of test result to any of the persons or entities named herein where the disclosure of test results of that type is otherwise prohibited by State or Federal law.

Alternative 3: Addition to 42 CFR §493.2

Authorized person means an individual authorized under State law to order tests or receive test results or both. In addition, notwithstanding any contrary State law defining who is an individual authorized to order tests or receive test results or both, authorized person means:


(a) Any person designated to receive the test results by the authorized person who ordered 
the test;


(b) A “covered entity”, as defined in 45 C.F.R. §160.103; and


(c) A “business associate” of a covered entity, as defined in 45 C.F.R. §160.103.

This definition shall not be construed to permit the disclosure of any specific type of test result to any of the persons or entities named herein where the disclosure of test results of that type is otherwise prohibited by State or Federal law.

General Context: The federal Clinical Laboratory Improvement Amendments (CLIA) regulations currently provide that “Test results must be released only to authorized persons and, if applicable, the individual responsible for using the test results and the laboratory that initially requested the test,” 42 CFR §1291 (f). The term “authorized person” is defined in 42 CFR §493.2 as “an individual authorized under State law to order tests or receive test results, or both.” The term “individual responsible for using the test results” is not defined in the CLIA regulations, and there is considerable uncertainty as to its meaning.

These CLIA provisions pose a barrier to laboratories’ exchanging test results directly with the non-ordering providers to whom patients are referred, RHIOs, and other stakeholders who may desire to participate in electronic health information exchange for legitimate purposes otherwise permitted by HIPAA but are not identified as “authorized persons” for receipt of test results under state law.  

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Prohibitive state laws.
Stage of development (planning, implementation): Planning.  
Extent to which solution is in use: Not currently in use.
Applicability of solution: All covered entities under HIPAA and other stakeholders 
Extent of barriers or opposition:  Opposition to specific changes is possible. 
Non – legal Solutions 
LWG Solution 11: In addition to potential revisions to General Statutes and Administrative Code to conform state law restrictions on release of information to existing federal restrictions, North Carolina should provide for education of all entities involved in the exchange of healthcare information—including providers, payers, vendors, and consultants—to ensure that both requestors and releasors of information are familiar with circumstances under which health information may be used and released.

General Context: From organization to organization, there is a broad range in the manner in which laws related to appropriate use and disclosure of information are interpreted and applied.

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders.
HIE barrier(s) addressed:  Lack of awareness or training. 
Stage of development (planning, implementation):  Planning.
Extent to which solution is in use:   Partially implemented throughout healthcare community.
Applicability of solution:  All healthcare stakeholders.
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 12: Following above-noted revisions to State laws regarding appropriate uses and releases of health information, healthcare stakeholders must train employees on such appropriate uses and releases.  Proposed Internet repository also may be expanded to assist in this regard. 
General Context: Employees often are not aware of their employer’s policies or procedures related to appropriate uses and disclosures of health information.

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders.
HIE barrier(s) addressed:  Lack of policy standardization, Lack of awareness.
Stage of development (planning, implementation):  Planning.
Extent to which solution is in use: Intermittently in use.
Applicability of solution:  All covered entities under HIPAA and other stakeholders.
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 13: Establish and fund a task force to address the interoperability challenges facing the healthcare stakeholders who desire to participate in the Nationwide Health Information Network.   
General Context: Health information exchange often does not occur because some organizations have electronic records and some have limited or no electronic records, and there are interoperability challenges involved in exchanging information with incompatible systems and where 

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders 
HIE barrier(s) addressed:  Lack of policy standardization
Stage of development (planning, implementation):  
Extent to which solution is in use:   

Applicability of solution:  
Extent of barriers or opposition:  Opposition to specific changes is possible. 
LWG Solution 13: Adopt generally accepted models and terms when referring to RHIOs or similar entities that engage in the electronic health information exchange. 

Privacy & security domain addressed:  State law restrictions.

Types of HIE (clinical, public health, research) addressed:  All types.

Stakeholders primarily affected:  All covered entities under HIPAA and other stakeholders.
HIE barrier(s) addressed:  Lack of policy standardization
Stage of development (planning, implementation):  Planning.
Extent to which solution is in use:   Currently none in use.
Applicability of solution: All covered entities under HIPAA and other stakeholders.
Extent of barriers or opposition:  Opposition to specific changes is possible. 

Appendix I.

	Solution Table for Sub-group 1 - Direct Patient Care / Release of Information Scenarios

	Domain
	Entity-entity model comments
	Person-controlled comments

	1. User and entity authentication to verify that a person or entity seeking access to electronic personal health information is who they claim to be.
	A unified system of authentication and verification (standards based) adopted by all entities 
	Trusted Third Party (RHIO, Health Insurance Carrier, "Repository") mediates PHI requests using a standards based formal authentication and verification process.

	2. Information authorization and access controls to allow access only to people or software programs that have been granted access rights to electronic personal health information.
	A unified system of authentication and verification (standards based) adopted by all entities 
	Trusted Third Party (RHIO, Health Insurance Carrier, "Repository") mediates PHI requests using a standards based formal authentication and verification process. The individual establishes a rule set of who has access and under what circumstances that PHI is to be released.

	3. Patient and provider identification to match identities across multiple information systems and locate electronic personal health information across enterprises.
	A unified system of authentication and verification (standards based) adopted by all entities 
	A unified system of authentication and verification (standards based) adopted by all entities 

	4. Information transmission security or exchange protocols (i.e., encryption, etc.) for information that is being exchanged over an electronic communications network.
	Standards based system of data exchange (HL7) and encryption resulting in interoperable electronic medical records (EMR) system 
	Standards based system of data exchange (HL7) and encryption resulting in interoperable electronic medical records (EMR) system 

	5. Information protections so that electronic personal health information cannot be improperly modified.
	The patient’s healthcare providers and treating hospitals maintain their copies of the records. Entities are entrusted with storing and transmitting records as well as maintaining logs of requests for information, and maintaining the integrity and validity of the record by monitoring and mediating changes or corrections. They are also responsible for providing health record security for physical and electronic formats.
	The “trusted third party” (RHIO, Health Insurance Carrier) acts as the patient’s health information broker and maintains a master copy of the patient’s PHI. They serve as the clearing house for distribution of the PHI, maintain logs of requests for information and also maintain the integrity and validity of the record by monitoring and mediating changes or corrections.

	6. Information audits that record and monitor the activity of health information systems.
	Entities maintain logs of requests for information 
	Entities maintain logs of requests for information 

	7. Administrative or physical security safeguards required to implement a comprehensive security platform for health IT
	
	

	8. State law restrictions about information types and classes, and the solutions by which electronic personal health information can be viewed and exchanged.
	Well documented in HIPAA regulations and state DHHS 
	Well documented in HIPAA regulations and state DHHS 

	9. Information use and disclosure policies that arise as healthcare entities share clinical health information electronically.
	Dictated by current privacy and security regulations both on the state and federal level
	Dictated by current privacy and security regulations both on the state and federal level. In addition the patient establishes a rule set that determines access and distribution of their PHI

	10. NC HISPC Only:  Laws, regulations, and practices affecting the exchange of PHI between entities through an exchange mechanism controlled by the subject of the information
	
	

	Other comments
	
	


Attachment: Group 1 Scenario-centric Analysis

Group A interactions:

1. Emergent transfer of information between two hospitals in different states:

Group B interactions:

1. The elective referral of a patient from a facility (substance abuse treatment) to a primary care facility for evaluation and treatment of suspected medical problem.

Group C interactions:

Interactions:

1. Non-emergent transfer of information from the hospital psychiatric unit to the skilled nursing facility.

2. Non-emergent transfer of information by the physician to an outsourced transcription service (in a foreign country).

3. Viewing of patient health information on an outsourced transcription service’s (in a foreign country) on a web portal and providing an electronic signature. 

4. Non-emergent transfer of information by an outsourced transcription service (in a foreign country) and the physician.

5. Non-emergent transfer of information by an agent of the physician to the skilled nursing facility. 

Group D interactions:

1. Non-emergent transfer of information between a hospital and an outpatient clinic in different states:

 Group A Interaction requires:

1. Consent for request of information as defined by circumstances. (release of information)

2. Determination of patient’s ability to provide consent
a. “Time of consent” circumstances that may change ability of individual to provide authorization. (impairment secondary to new condition requiring ED visit)

b. Chronic health impairment (dementia)

3. Communication of health record request from one institution to another.

a. Verification that appropriate party contacted (right institution, right individual to handle request)

b. Verification of identity of requesting party

c. Verification of valid patient consent by hospital holding records

d. Determining pertinence of entire health record (i.e.; Mental health information)

e. Transmission of health record information from possessing institution to requesting institution.

4. Verification of secure receipt of information (sending hospital)

5. Securing received health information (the releasing hospital (B) should be assured that the receiving hospital will secure the information adequately, before B can release it responsibly).

Group B interaction requires:

1. Patient consent for referral for medical evaluation

2. Patient consent (release of information) for request of information (medical records)

3. Determination of patients ability to provide consent

4. Communication of health record request from one institution to another.

a. Verification that appropriate party contacted (right institution, right individual to handle request)

b. Verification of identity of requesting party

c. Verification of valid consent to transfer health information (including mental health/substance abuse data)

d. Determining pertinence of entire health record 

e. Transmission of health record information from possessing institution to requesting institution.

5. Verification of secure receipt of information (sending hospital)

6. Transmission of evaluation and treatment information back to referring facility/healthcare provider

Group C interaction requires:

1. Determination of patient’s ability to provide consent

a. Patient consent for referral to skilled nursing facility

b. Patient consent for release of information (medical records) to skilled nursing facility.

2. Transfer of patient from the hospital psychiatric unit to the skilled nursing facility

a. Contact facility and notify of intention to transfer.

b. Determine willingness of institution to accept transfer (has capacity to accommodate patient) and accept responsibility of patient. 

c. Communicate discharge documents 

d. Communication of request for complete health records from accepting institution to transferring institution.

e. Verification that appropriate party contacted (right institution, right individual to handle request)

f. Verification of identity of requesting party

g. Verification of valid consent to transfer health information (including mental health/substance abuse data)

h. Determining pertinence of entire health record (if consent not clearly defined)

i. Transmission of health record information from possessing institution to requesting institution.

3. Verification of secure receipt of information (sending hospital)

4. Dr X evaluates patient

a. Facility accepts Dr X’s credentials, and provides physical access to the patient

b. Facility gives Dr X access to the content of the patient’s electronic health record (EHR), but does not allow direct update

c. Dr X prepares his assessment using his practice’s technical facilities (including the off-shoe dictation service)

d. Dr X delivers the assessment through a secure means, for inclusion in the Facility’s EHR

Group D interaction requires:

1. Consent for request of information as defined by circumstances. (release of information)

2. Communication of health record request from one institution to another.

a. Verification that appropriate party contacted (right institution, right individual to handle request)

b. Verification of identity of requesting party

c. Verification of valid consent by hospital holding records

d. Determining pertinence of entire health record (i.e.; HIV status)

e. Transmission of health record information from possessing institution to requesting institution.

3. Verification of secure receipt of information (sending hospital)

4. Securing received health information.

Mitigating factors:

1. Group A

a. Law enforcement involvement of potential crime

b. Patient impaired from three potential viewpoints:

i. “Confused” either acutely (head injury?) or

ii. Medication induced (newly Rx medication in elderly) or

iii. Mental health issue (“psychosis”)

2. Group B

a. Patient referred from substance abuse facility

b. Any impairment issues? 

c. Substance abuse or related conditions (mental health issues

3. Group C

a. Patient referred from substance abuse facility

b. Any impairment issues? 

c. Substance abuse or related conditions (mental health issues)

d. Dr. X :  Physical access to facility

e. Dr. X:  Access to EHR (facility he has no privileges? Verification of credentials?)

f. Dr.X’s: Dictation of health care note to transcription service in foreign country.

g. Dr. X:  Accesses note on server at transcription service, “electronic signature”

h. Note downloaded by Dr. X employee and emailed (encrypted) to nursing home

i. Nursing home can’t decode note.

4. Group D

a. Patient x is HIV positive

b. Obtaining BrCa genetic test results of another individual

c. The other individual is deceased.

Group A barriers:

1. Knowledge of acceptable procedures (hospital, state and federal policies)

a. Definitions of impairment

b. Rules /laws regarding next of kin providing consent (living will?)

c. Rules/laws for interstate transfer of health information

d. Rules/laws for transfer of all healthcare information (i.e.; Mental health information). Differ from transfer of “non-sensitive” data?

e. Rules/laws for methods of transmission of health record information from possessing institution to requesting institution. (Electronic?)

f. Rules/laws for verification of secure receipt of information (sending hospital)

g. Verification of identities

h. Rules /laws regarding institutional responsibilities towards transfer of information to law enforcement

2. Secure verifiable technology for acquisition and transmission of protected health information in a sufficiently timely manner (registered US Mail is secure and verifiable, but is not fast enough).

Group B barriers:

1. Knowledge of acceptable procedures (hospital, state and federal policies), or previously established methods

a. Rules/laws for transfer of all healthcare information (i.e.; substance abuse and/or mental health information). Differ from transfer of “non-sensitive” data?

b. Rules/laws for methods of transmission of health information (HI) from possessing institution to requesting institution. (Electronic?)

c. Verification of identities

d. Rules/laws for verification of secure receipt of information (sending hospital)

2. Secure verifiable technology for acquisition and transmission of protected health information

Group C barriers:

1. Knowledge of acceptable procedures (hospital, state and federal policies)

a. Rules /laws regarding providing consent (release of information)

b. Rules/laws for transfer of all healthcare information (i.e.; substance abuse and/or mental health information). Does the transfer of mental health information differ from transfer of “non-sensitive” data? (yes)

c. Rules/laws for methods of transmission of health record information from possessing institution to requesting institution. (Electronic?)

d. Verification of identities

e. Rules/laws for verification of secure receipt of information (sending hospital)

f. Rules /laws regarding outsourcing of dictation transcription to third party company in a foreign country

g. Rules /laws and security issues regarding use of portal website for posting of health information

h. Rules /laws regarding electronic signature

i. Standards for encryption and transmission of health information

2. Secure verifiable technology for acquisition and transmission of protected health information

a. The technical means exist in this case, but are not sufficiently coordinated (Dr did not give Facility his decryption key, and they were not equipped to look it up elsewhere)

Group D Barriers:

1. Knowledge of acceptable procedures (hospital, state and federal policies)

a. Rules /laws regarding providing consent (release of information)

b. Rules/laws for transfer of all healthcare information (i.e.; HIV results). Does the elective transfer of HIV status health information differ from transfer of “non-sensitive” data? (yes)

c. Does the elective transfer of genetic health information differ from transfer of “non-sensitive” data?

d. Rules/laws for methods of transmission of health record information from possessing institution to requesting institution. (Electronic?)

e. Verification of identities

f. Rules/laws for verification of secure receipt of information (sending hospital)

Group 1 Scenario A Barrier Diagram
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Group 1 Scenario B Barrier Diagram
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Group 1 Scenario C Barrier Diagram
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Group 1 Scenario D Barrier Diagram
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	Solution Table for Group 2 – Payer and Research Information Exchange Scenarios

	Domain
	Entity-entity model comments
	Person-controlled comments

	1. User and entity authentication to verify that a person or entity seeking access to electronic personal health information is who they claim to be.
	Create/define uniform standards of verification of identity and user authentication across each of the possible entity types requesting electronic information.
	Create/define uniform standards of verification of identity and user authentication across each of the possible entity types requesting electronic information.

	2. Information authorization and access controls to allow access only to people or software programs that have been granted access rights to electronic personal health information.
	Create/define uniform standards of verification of identity and user authentication across each of the possible entity types requesting electronic information.
	Create/define uniform standards of verification of identity and user authentication across each of the possible entity types requesting electronic information.

	3. Patient and provider identification to match identities across multiple information systems and locate electronic personal health information across enterprises.
	Create/define uniform standards of verification of identity and user authentication across each of the possible entity types requesting electronic information.
	Create/define uniform standards of verification of identity and user authentication across each of the possible entity types requesting electronic information.

	4. Information transmission security or exchange protocols (i.e., encryption, etc.) for information that is being exchanged over an electronic communications network.
	Web-based applications with their information security protocols provide various controls, or combinations of controls, to satisfy the types of exchanges being discussed.
	Web-based applications with their information security protocols provide various controls, or combinations of controls, to satisfy the types of exchanges being discussed.

	5. Information protections so that electronic personal health information cannot be improperly modified.
	Appropriate access controls, based upon Domains 1-3.  Read-only access.  Date/time stamped and digitally signed electronic records may be extracted from applications, as appropriate.
	Appropriate access controls, based upon Domains 1-3.  Read-only access.  Date/time stamped and digitally signed electronic records may be extracted from applications, as appropriate.

	6. Information audits that record and monitor the activity of health information systems.
	Appropriate system activity reviews and audits of activity on web-based applications to monitor request types and information disclosures.
	Appropriate system activity reviews and audits of activity on web-based applications to monitor request types and information disclosures.

	7. Administrative or physical security safeguards required to implement a comprehensive security platform for health IT
	
	

	8. State law restrictions about information types and classes, and the solutions by which electronic personal health information can be viewed and exchanged.
	
	

	9. Information use and disclosure policies that arise as healthcare entities share clinical health information electronically.
	
	


	Solution Table for Group 3 –  Healthcare Operations and Marketing Information Exchange



	Domain
	Entity-entity model comments
	Person-controlled comments

	1. User and entity authentication to verify that a person or entity seeking access to electronic personal health information is who they claim to be.
	
	

	2. Information authorization and access controls to allow access only to people or software programs that have been granted access rights to electronic personal health information.
	
	

	3. Patient and provider identification to match identities across multiple information systems and locate electronic personal health information across enterprises.
	
	

	4. Information transmission security or exchange protocols (i.e., encryption, etc.) for information that is being exchanged over an electronic communications network.
	
	

	5. Information protections so that electronic personal health information cannot be improperly modified.
	
	

	6. Information audits that record and monitor the activity of health information systems.
	
	

	7. Administrative or physical security safeguards required to implement a comprehensive security platform for health IT
	
	

	8. State law restrictions about information types and classes, and the solutions by which electronic personal health information can be viewed and exchanged.
	
	

	9. Information use and disclosure policies that arise as healthcare entities share clinical health information electronically.
	
	


	Solution Table for Group 4 –  State Government and Public Health Information Exchange



	Domain
	Entity-entity model comments
	Person-controlled comments

	1. User and entity authentication to verify that a person or entity seeking access to electronic personal health information is who they claim to be.
	
	

	2. Information authorization and access controls to allow access only to people or software programs that have been granted access rights to electronic personal health information.
	
	

	3. Patient and provider identification to match identities across multiple information systems and locate electronic personal health information across enterprises.
	
	

	4. Information transmission security or exchange protocols (i.e., encryption, etc.) for information that is being exchanged over an electronic communications network.
	
	

	5. Information protections so that electronic personal health information cannot be improperly modified.
	
	

	6. Information audits that record and monitor the activity of health information systems.
	
	

	7. Administrative or physical security safeguards required to implement a comprehensive security platform for health IT
	
	

	8. State law restrictions about information types and classes, and the solutions by which electronic personal health information can be viewed and exchanged.
	
	

	9. Information use and disclosure policies that arise as healthcare entities share clinical health information electronically.
	
	


Preliminary Considerations for “Original” and “Copy” Record Designation.

The EHR for a given patient at a given provider organization is defined at a particular date sequence – this is known as a Unit Record. 

During treatment at a provider organization, the accumulated data is designated as the Treatment Unit Record. As long as data is being changed and added, the Treatment Unit Record stays in the provider organization. The end of treatment is a situational decision made by the attending provider, the providing organization, and the patient or patient’s representatives. This dated Unit Record can then be forwarded to a Data Repository, which may be within the provider organization or at a regional location such as a RHIO.

Patients and/or patient representatives have several options as the Treatment Unit Record is prepared for transfer to the Repository. At this point of transfer (or perhaps at the initiation of treatment), patients can designate opt-in or opt-out in participation within the larger HIN; they can designate authorized family members who have permission to view and request access to the patient’s PHI; they can select the method of notice of access, either notification at each access or notification in a periodic summary statement.

When a Unit Record enters the Repository – four things happen:

1. The Unit Record is designated as the Original, and it is associated with a resident Global Patient Identifier (GPID), if a Record Set for the patient exists, if not, a GPID is generated.

2. The Original Unit Record is duplicated to form the Copy Unit Record.

3. The Original Unit Record is de-identified into a Research Unit Record.

4. The Account Log for the patient is updated (or a new Log is created) with the addition of the Original Unit Record and the creation of the Copy Unit Record and the Research Unit Record.

The Global Patient Identifier is a large (e.g., 30+ characters) sequence of numbers, letters and characters, not for identification, but only for validation of identity. It is unique to the patient for all times (even after death) within the Repository, and is never to be used as a login ID! This GPID links the Original, Copy, and Research Sets; and the Account Log with an individual patient.

The Original version of the Unit Record is appended to the existing Original Record Set (collection of Original Unit Records) for a given patient, if present. If no Original Record Set exists, the initial Unit Record establishes the Original Record Set. The complete Original Record Set is never accessed by any outside connection (not on any external network connection), and is only accessed indirectly inside the Repository (multi-tier architecture). It is only used for verification and validation of Unit Record Copies (transformed into an un-changeable format, e.g., PDF). 
The Copy Unit Record will be transformed appropriately appended to the existing Copy Record Set for the given patient. If no Copy Record Set exists, the initial Copy Unit Record establishes the Copy Record Set. This Copy Record Set will be the only set of data available for authorized searches, and any output from it will always be labeled as a copy (watermark?). The Copy Record Set is still EPHI, and therefore deserves appropriate protection and access control, and requires appropriate use and disclosure practices.

The Research Unit Record will still retain the date sequence and the necessary characterization of the patient to allow proper appending with the Research Record Set for that given patient. This association will be facilitated by a randomized key, linked to the GPID, which will not be part of the Research Unit Record. The Account Log captures every transaction with any of the Record Sets with date, time, access requests, exchanges, and other necessary information. This can then be used to generate periodic reports for the patient or patient representatives. 
NC HISPC Reference Library

The NC HISPC team found the following websites and documents to be insightful.

Federal Health Information Technology Sites

US Department of Health and Human Services

http://www.hhs.gov/healthit/
American Health Information Community

http://www.hhs.gov/healthit/community/background/
Privacy and Security

HIPAA 

http://www.cms.hhs.gov/HIPAAGenInfo/
HIMSS HIPAA Compliance Survey

http://www.hipaadvisory.com/action/surveynew/results/summer2006.htm
North Carolina General Statutes

http://www.ncleg.net/gascripts/Statutes/StatutesTOC.pl
Community Health Information Exchanges, RHIOs 

E Health Initiative

http://www.ehealthinitiative.org/
Nationwide Information Network (NHIN)
US Department of Health and Human Services NHIN

http://www.hhs.gov/healthit/healthnetwork/
NHIN Watch

http://nhinwatch.com/
Personal Health Records (PHR)

Markle Foundation Report on Consumers and PHR

http://www.connectingforhealth.org/resources/phwg_survey.pdf






Interim Assessment Findings








= need for info





= method of gaining info (vs other source, like patient’s copy of records, or local diagnosis)





Verify Identity Requesting party





Mental Health Protection





Consent





Patient Impaired





Mental Health Protection





Securing data Exchange





Consent





Patient Impaired





Securing data Exchange





Mental Health Issue


 (Substance abuse)





Mental Health Issue


 (Substance abuse)





WEB Portal





Verify Identity Requesting party





Mental Health Issues


(Substance abuse)








Securing data Exchange





Consent (Mental Health record)





Consent for referral





Foreign transcription 





Competent for consent?





Consent for release of HI





Verify Identity Requesting party





Consent release HIV Status





Consent





HIV POS





Securing data Exchange





Consent release BrCa Status


Deceased relative





Tx digital data
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