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Information Security

General Operating Standards

WORKSTATION SECURITY

I. Policy Statement
It is the policy of the University of Alabama at Birmingham to restrict access to authorized users by implementing physical safeguards for all workstations that access electronic protected/confidential information.

II. Policy Purpose 

Preventing unauthorized viewing of information visible on monitors and physical access to the system itself helps prevent the incidental and unauthorized access and release of information.
III. Policy and Procedural Standards
ia - POLICY STANDARDS 

1.   Each school, department, and center shall implement physical safeguards for all workstations that access electronic protected/confidential information thus restricting access to authorized users only. 

ib - Procedural Standards
1.   Each school, department, and center shall have a procedure on secure workstation physical placement to inhibit viewing by third parties. 

2.  Each school, department, and center shall place workstations with protected/confidential information such that persons without a right or need to know cannot view the information.
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