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General Operating Standards

BUSINESS ASSOCIATES AGREEMENTS 

I. Policy Statement
It is the policy of the University of Alabama at Birmingham to only share protected/confidential information with a business associate pursuant to a written agreement that provides assurance that appropriate safeguards providing for the confidentiality, integrity, and availability of protected data will be maintained.   

II. Policy Purpose 

The purpose of this policy is to set forth the requirements necessary to document the University’s efforts to assure that business associates and its agents and sub-contractors comply with privacy and security standards, and that the University knows of and has an opportunity to take remedial action regarding any breach there under.
III. Policy & Procedural Standards 

a.  Policy Standards
1.  Each school, department, and center shall have procedures in  

     place to identify the situations where a Business Associate     

     Contract must be in place. 

   b.  Organization Requirements
1. Each school, department, and center shall implement procedures to establish and manage contracts with business associates. 

2. Each school, department, and center’s business associate agreements shall contain all of the provisions as defined in the Administrative Simplification Act.

c.   Administrative STANDARDS
1.  Each school, department, and center shall execute written business associate agreements or contracts with each organization that is used to create, receive, maintain, or transmit electronic protected/confidential information on its behalf. The Agreement shall contain assurances that the Business Associate will appropriately safeguard the confidentiality, integrity and availability of the data. 

2.  Each school, department, and center shall require that a business associate agreement will be entered into with all third parties that process protected/confidential information.

3.  Each school, department, and center shall explicitly state requirements for ensuring the confidentiality and integrity of data in any business associate agreements.

4.  Each school, department, and center shall explicitly state requirements for the availability of data in all business associate agreements. 

5.  Each school, department, and center’s business associate agreements shall require your business associate to report to you any security incident of which it becomes aware.

6.  Each school, department, and center’s business associate agreement shall require that the business associate make its policies and procedures and its documentation related to its safeguards available to the Secretary of the Federal Department of Health and Human Services when determining compliance with applicable security regulations.

7.  Each school, department, and center’s business associate agreement shall authorize remediation or termination of any contract for services related to electronic protected/confidential information if the organization determines that the business associate has violated the agreement. 
ci - Procedural Standards
1.  Each school, department, and center shall maintain the right to audit the security measures of third parties who process its protected/confidential information. 
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