THE UNIVERSITY OF ALABAMA AT BIRMINGHAM

Information Security

General Operating Standards

	SECURITY MANAGEMENT PROCESS 


I. POLICY STATEMENT

It is the policy of The University of Alabama at Birmingham to employ a formal information security management process involving the protection of data and related technology, utilizing appropriate analysis and management techniques to mitigate risk in preventing, detecting, containing, and correcting threats, vulnerabilities, and exposures. Routine system activity reviews, evaluations, and conformance sanctions are employed to support implementation and maintenance.

II. POLICY PURPOSE

The security management process calls for a risk assessment and analysis to be performed to determine the value of assets and the corresponding exposure to threats and vulnerabilities. Working with the data security office each school, department, and center will utilize this information to manage countermeasures leading to an acceptable level of assurance that systems are secure. 

III. POLICY AND PROCEDURAL STANDARDS

   ia - RISK ANALYSIS - POLICY STANDARDS

1. Each school, department, and center shall implement procedures to prevent, detect, contain and correct security violations.

2. Each school, department, and center shall identify vulnerabilities to the confidentiality, integrity, and availability of any electronic protected/confidential information.

3. Each school, department, and center shall evaluate the probability of occurrence of each vulnerability. 

4. Each school, department, and center shall assess the relevant losses due to risk exposure.

5. Each school, department, and center shall prioritize the risks and vulnerabilities that have been identified as part of the risk analysis.

6. Each school, department, and center shall conduct risk analysis that addresses both intentional and unintentional risks.

7. Each school, department, and center shall periodically reassess the risks and vulnerabilities.

8. Following any security incident(s), each school, department, and center shall re-evaluate its security procedure(s).

9. When evaluating implementation specifications, each school, department, and center shall ensure that the risk methodology is consistently applied. 

  ib - RISK ANALYSIS - PROCEDURAL STANDARDS

1. Each school, department, and center shall develop a plan for managing identified risks.

2. Each school, department, and center shall prioritize recovery     

      strategies based on associated risks. 

3. Each school, department, and center shall develop a plan for managing identified risks. 

4. Each school, department, and center shall utilize available resources, personnel, funding, and tangible assets (computers, space, time) allocated to conduct an on-going risk analysis program. 

5. Each school, department, and center shall employ a risk analysis program addressing both intentional and accidental risks. 

6. Each school, department, and center shall utilize the available risk assessment process that addresses computer viruses and "Trojan horses." 

7. Each school, department, and center shall employ the available risk assessment to address potentially malicious web sites. 

8. Each school, department, and center shall reevaluate security procedures if there are attempted security breaches, successful or not. 

9. Each school, department, and center shall have an independent review of its security procedures. 

iia - RISK MANAGEMENT - POLICY STANDARDS

1. Each school, department, and center shall implement security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level. 

2. Based on the risk analysis, each school, department, and center shall have a systematic approach to risk mitigation. 

3. Each school, department, and center shall periodically review its risk management program. 

iib -  RISK MANAGEMENT - PROCEDURAL STANDARDS

1.  Each school, department, and center’s security team shall    

     receive periodic training/information in security best practices.  

2. Each school, department, and center shall commit resources      (people, funding, space, time) to the risk management program. 
3. Each school, department, and center shall have a program to ensure that all protected/confidential information is appropriately labeled.  (Hint:  Look at all media, including backup tapes, diskettes, output devices and forms).

4. Each school, department, and center shall have a process to 

      alert appropriate parties in the event that there is a security threat, incident, or other lapse in security that fits within the UAB incident response process. 

5.   Each school, department, and center shall take appropriate 

measures to prevent end-users from bypassing the    

organization's security mechanisms.  (Hint:  Look for sharing of passwords, temporary badges, unauthorized protected/confidential information storage locations, i.e. unlocked desks).

6.  Each school, department, and center shall require that all defined      

security incidents are reported, documented, tracked, and metrics analyzed. 

7.  Each school, department, and center shall document evidence that management reviews security incident metrics  and takes appropriate action. 

iiia – SANCTIONS - POLICY STANDARDS
1. Each school, department, and center shall apply appropriate 

sanctions against workforce members who fail to comply with the security standards.

2.  Each school, department, and center shall have written sanction         

     standards for security incidents.

3.  Each school, department, and center shall document the    

     evidence that all personnel potentially affected by these sanctions is    

     aware of the sanction process.

iiib – SANCTIONS - PROCEDURAL STANDARDS 

1. Each school, department, and center shall define sanction standards for security breaches locally.

2. Each school, department, and center shall document the evidence that all personnel sanctions issued are documented.
iva - INFORMATION SYSTEM ACTIVITY REVIEW - 

     POLICY STANDARDS

1.   Each school, department, and center shall have policies and 

      procedures for regular review of information system activity        

 records.

2.   Each school, department, and center shall have an 

information systems activity review procedure that includes     standards for reporting the performed reviews (e.g. who, what, when).

3.  Each school, department, and center shall have an information system activity review standard that includes procedures for follow-up on all security incidents.

ivb - INFORMATION SYSTEM ACTIVITY REVIEW –

        PROCEDURAL STANDARDS

1. Each school, department and center shall have an internal    

audit person/team that is responsible for review of system activity such as logins, file access, access level modifications, and security incidents.
2. Each school, department, and center shall conduct 

      periodic reviews of the audit standard.

 3.  Each school, department, and center shall capture all 

accesses to all protected/confidential information databases on an audit trail log.

3. As part of procedures, each school, department, and center shall have a mechanism in place to review protected/confidential information access procedure implementation. 
4. Each school, department, and center shall have a documented audit procedure for reviewing different levels or severity of security violations. 

5. Each school, department, and center shall define specific 

      security infractions and associated penalties for infractions.

6. Each school, department, and center shall communicate your audit standard to all who have access to protected/confidential information.

JP
 

Issued:05/20/2003
      

Data Security Office
This document was contributed by the University of Alabama at Birmingham. You are free to copy and use this document with the understanding that the University of Alabama at Birmingham provides no warranties for its utility and assumes no liability for its use.


