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	Standards
	Does System Comply?
	Alternative Methods for Compliance

	A.  Password Controls
	
	

	· System enforced:  specified minimum length password 
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Current Minimum: ___

Current Maximum: ___
	

	· System enforced: user passwords automatically changed or revoked after a user defined period has passed
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Current Change Interval: ___
	

	· System enforced:  users required to change their passwords following the initial set up or resetting of the password
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Current Interval: ___
	

	· History of previously used passwords is maintained by the system to prevent reuse
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Current Value: ___
	

	· Users are provided the capability to change their own passwords at their discretion
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· User id’s are disabled after a specified number of consecutive invalid login attempts
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Current # Attempts: ___
	

	· System automatically logs users off after a specified period of inactivity
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Current Auto logoff Time: ___
	

	· Passwords entered in a non-display field
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· Passwords encrypted when routed over a network
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· Passwords are encrypted in storage
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	
	
	

	B.  Security Administration
	
	

	· System logs unauthorized access attempts by date, time, user id, device and location
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System maintains an audit trail of all security maintenance performed by date, time, user id, device and location and information is easily accessible
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System provides security reports of users and access levels
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System provides a field(s) for personal information to be used for verification of users’ identities for password resets and other maintenance (i.e.   SSN, Mother’s Maiden Name, DOB, etc).  Fields used would not be a requirement
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System provides varying levels of access within the security application (i.e. Access to only password reset functions or Access to password reset function + Access to add & update users)
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System provides varying levels of access within the application
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System uses groups and unique user ids to define levels of access
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System provides the capability to place security controls on each system module and on confidential and critical levels within each module
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System provides capability to restrict access to particular records within the system, based on user id.
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 


	

	· System provides encryption of sensitive information transmitted over the network
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· Security features comply with Federal (HIPAA), State and JCAHO health information standards for data integrity, confidentiality, auditing, and availability
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	
	
	

	C.  Activity Logging
	
	

	· System logs unauthorized access attempts by date, time, user id, device and location
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· System maintains an audit trail of all security maintenance performed by date, time, user id, device and location and information is easily accessible
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Number of days kept: ___
	

	· System logs all accesses (including inquiry, which is required by HIPAA) to patient information
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 


	

	· System has auditing capabilities for both online or batch reporting.  Can also be exported into Word, Excel, or other leading industry tools.
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

	

	· Can logs be archived and recalled as needed?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Archive methods:

 FORMCHECKBOX 
 Tape

 FORMCHECKBOX 
 Disk

 FORMCHECKBOX 
 Other ______________
	

	D.  Networking and Compatibilities
	
	

	· Is information transmitted externally?  
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Methods:

 FORMCHECKBOX 
 FTP

 FORMCHECKBOX 
 Fax

 FORMCHECKBOX 
 Email

 FORMCHECKBOX 
 File Copies (CD, Diskette, etc)

 FORMCHECKBOX 
 Browser applications

 FORMCHECKBOX 
 Tape media

 FORMCHECKBOX 
 Other: ___________


	

	· For externally electronically transmitted information, what methods are used for encrypting and/or protecting data?
	
	

	· Is system accessed remotely (i.e. dialup, internet, etc.)?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
 N/A:  FORMCHECKBOX 

Methods:

 FORMCHECKBOX 
 Dialup

 FORMCHECKBOX 
 Internet

 FORMCHECKBOX 
 Internet VPN

 FORMCHECKBOX 
 Wireless
	

	· Is system compatible with?
	 FORMCHECKBOX 
 Anti Virus software

 FORMCHECKBOX 
 Citrix
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