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To: 

All DMH HIPAA Coordinators

All DMH HIPAA Security Officials

From:

Charlie Mason

DMH/RRM

HIPAA & Security Team

919-715-7774

Greeting All,

Based on the WEDI-SNIP Security Assessment Tool, this has been modified to more accurately reflect the nature and priorities of the DHHS-DIRM HIPAA Security Project.  Developed in Excel, we believe you will find this to be easy to use and very intuitive.  It is composed of six (6) sections, which will allow you to graphically see which areas may need your attention and supporting documentation.

The section tabs at the bottom of the tool are:

· Assessment

· Implementation/Remediation

· ISO 17799 Crosswalk

· NIST Crosswalk

· ISO 17799 To HIPAA Privacy

· WEDI Glossary

· General Glossary

We encourage you to consider the tool as a “living document”. When you begin to remediate and implement the various policies, standards and procedures update your information in the tool. We would like you to save this tool with the following schema:



Location Name – Date

Example
CentralOffice-05152004

Example
WBJones-06212004

This will document your due diligence as well as reasonable and appropriate efforts.  Much like the final privacy rule, the final security rule requires thorough and complete documentation.

Email a biweekly copy to us, or sooner as it is modified. We will roll up the data into a shared overall Division report that will show us all where we are as a Division as a whole and which facility will need assistance.

Assessment

After clicking on the Assessment tab on the bottom left of the spreadsheet, you will notice fifteen (15) columns across the top of the Assessment sheet. The columns are labeled clearly to identify the types of information in each.  The tool already contains some data for you to use as an example or model in your own assessment.

Moving from top to bottom, you will find rows labeled General Rules, Administrative Safeguards, Physical Safeguards, Technical Safeguards, and Organizational Requirements.  These are line-itemized in the same order that the final rule was published in February 2003.  

Moving from left to right, in particular; there are eight (8) columns in which we ask you to pay particular close attention.  These are:

Implementation Specification – This is the HIPAA final rule standard which we are required to implement.  In total, there are sixty-seven (67) standards of which we must address. These standards are composed of general rules, safeguards, and organizational requirements. Less than half of these standards are required.

Implementation – This is where we have the standards defined as either Required or Addressable.  Clearly, we have limited options or choices for those that are required.  However, the addressable implementations offer more flexibility in how to meet and address the final rule. The addressable options are:

· Implement the specification. 

· Implement an alternative security measure to accomplish the purposes of the standard. 

· Not implement anything if the specification is not reasonable and appropriate AND the standard can still be met.

It is important to remember that while the DHHS/DIRM HIPAA security team is developing higher level policies and standards, the actual procedures, mechanisms, and controls will mostly be developed at Division and YOUR level.  This is the only way to address the variances among different IS, business processes and delivery of services and care within the Division.

Solution – This column tells us how to implement the requirement.  Developing policies and procedures, documentation, doing an assessment, analyze and measure, train and remind, document, develop mechanisms and controls, etc.  

The DHHS/DIRM HIPAA security team is leading the effort to develop policies, practices, and standards that are enterprise wide.  The team is using the ISO 17799 standards as our base line reference.  This international security standard has global acceptance as a comprehensive set of controls comprising best practices in information security.

Again, it is important to remember that while the DHHS/DIRM HIPAA security team is developing higher level policies and standards, the actual procedures, mechanisms, and controls will mostly be developed at Central Office and YOUR level.  This is the only way to address the variances among different IS, business processes and delivery of services and care within the Division.

Compliance Rating – As you click on a cell in this column, a drop down box gives you a choice of 100% (Excellent), 75% (Good), 50% (Fair), 25% (Poor), and N/A.  As you rate your facility, frankness and honesty are clearly important.  We suspect most of you will rate yourselves from both excellent and poor alike, depending on the requirement.  

As a point of clarification: Many of you have practices that meet the standards, however, from conversations with the group, a majority of those practices are not documented.  To more honestly and clearly rate your compliance, for those of you who have a practice in place, but not a documented procedure; give yourself a 50% (fair) rating.

As an aside, this will assist Central Office-RRM in identifying area’s to re-focus on in our delivery and support of IS services to you.  By default, all compliance tool ratings are set to 100% (Excellent).

Risk - There are three basic steps in determining the risk:

1. Identify assets - List the items you need to protect, both tangibles (computers, proprietary data, archives, personnel & audit records, etc.) and intangibles (privacy, passwords, public image, goodwill, Legislative support, etc.). The list should include everything your facility values. To determine if something is valuable, consider what the loss in revenues or bad press or other terms might be if the information, or item, was disclosed, damaged or stolen.

2. Identify threats -There are a broad variety of events and possibilities that you should consider being very real threats; Denial of service attacks, network abuse, system penetration, viruses, intentional or unintentional disclosure of PHI and theft of proprietary information or intellectual property. 

For most of you, the criminal or incidental disclosure of patient or client information will always pose an ongoing threat.  In addition, there are some slightly rarer but equally serious occurrences to guard against; sabotage or financial fraud, and other threats or damage due to unauthorized access into your network, computer systems, or even paper records.

3. Calculate risks - Now you need to evaluate the likelihood that each of these might actually occur on an annual basis. Published standards and industry organizations may help in estimating some of these; but most will require that you use your past experience, history and best judgment.

Review your risks regularly. Don’t just do this once and put it away for good. Conditions change and should be reviewed with any major adjustment in operations or structure.

For the sake of simplicity, the Risk drop down box offers choices of 80 (High), 60 (Medium), 40 (Low) or 20 (Minimal).   Clearly high-risk standards at your site should be given immediate attention. By default all are set to 60 (Medium) until you change them.

Planned Start - This is to determine the urgency of meeting the compliance requirement. As you click on a box in this column, choices of 30, 90, 180 days or Done will appear. By default all are set to 90 until you change them.  

As a reminder, the final date for HIPAA Security compliance is April 21, 2005.

As a measurement we view these ratings as:

· 30 = NOW = You have, or are starting, within 30 to 90 days.
· 90 = SOON = You are planning to start within 90 to 180 days.
· 180 = LATER = You are planning to start more than 180 days away.
· Done = You have completed this requirement
· N/A = Not applicable for your facility

30 Days - Now (High Risk and High Urgency)

90 Days - Soon (Low Risk and High Urgency)

180 Days - Later (High Risk and Low Urgency)

Not applicable - No action is required at this facility

Finding - As you move through the Assessment spreadsheet to the right, you will find columns that refer back to the exact regulatory text. To its right is where you input your Findings.  As you click on a cell, you may enter your information in detail.  These cells contain information as examples of what you may find in your assessment. 

Continuing to the right, you will see columns for you to document your rating criteria and compliance, the impact and analysis of that requirement, its associated risk and finally your recommendation to remediate the requirement.

Should there be a formal security complaint filed and a follow up investigation by CMS, the information you enter into the recommendation block, along with the dated file history, will minimize the risk of sanctions.

Implementation & Remediation

This second tab on the bottom is more commonly referred to as “remediation”.  This sheet is your basic project work plan to become HIPAA compliant.  By breaking down the work, along with responsible parties, and schedules, we believe that you can reach compliance with less stress and efforts than other similarly scaled projects.

As you scroll from top to bottom, you will see almost identical format and layout to the Assessment Tab but with two new columns.  You will first see a column with the planned DHHS/DIRM development number.  This number directly corresponds to the planned development schedule as proposed and distributed to the DHHS/DIRM Security Team.  The second corresponds to the related IRMC policy number.  

This DOES NOT MEAN that you can’t begin work developing procedures, mechanisms, or controls at your facility.  The sooner started the easier efforts to comply.

We encourage you to do so, while keeping in mind the NIST & ISO 17799 standards.

Scrolling from left to right, you will see columns with functional responsibilities.  In some cases, one person may have several of these responsibilities.  It may be more appropriate for your HIPAA Team to divide up and assign these various responsibilities.  

ISO Crosswalk

This tab will be the references in the ISO 17799 standard against the DHHS/IRMC/HIPAA cites.  In the documentation e-mailed to each Security Officer, an audit guide was included.  As you cross check the ISO standards and references in developing procedures and controls, please note that depending on your facility, you may or may not need all listed.  Those in bold are required, the others are addressable.

NIST Crosswalk

This tab references the applicable NIST 800 series of publications against the DHHS/IRMC/HIPAA cites.  We fully expect that the final high level polices developed by DIRM will take many of these into consideration. As with the ISO standards, you can cross check the NIST standards and references in developing procedures and controls, and again, please note that depending on your facility, you may or may not need all listed.

ISO 17799 Audit Checklist to Privacy

This fourth tab will map the ISO crosswalk to impacted HIPAA Privacy standards.  The majority of all facilities are nearly 100% finished with Privacy policies, procedures, training, and controls.  Since the ISO standard is primarily used as the default for security, you may well be able to use existing Privacy Policies, following this audit checklist, with little or no modification.

As promised, we will be scheduling additional Tele-conferences to: (1) go through the tool with all of the Security Officers and interested others; (2) discuss the latest DHHS-DIRM meetings and assignments; and (3) to continue to keep communication lines and exchange of ideas open and free flowing.  In the meantime, should you have any questions, please feel free to contact us at your convenience.

On a personal note, I want to thank each of you who have contributed ideas, suggestions, and bug fixes to make this an even better tool set.  Without your help, it would not have happened.  

Cordially,

[SIGNED]

Charlie Mason

DMH-DD-SAS/RRM

HIPAA & Security Team

919-715-7774 Office

615-504-5034 Cell
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