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NCHICA
Vendor RFP Template for Meeting HIPAA Security Requirements

Portable Device and Removable Media Encryption Vendor ADDENDUM
Prepared by the:
Mobile Memory Task Force of the 

NCHICA Privacy & Security Officials Work Group

The following questions are unique to Portable Device and Removable Media Encryption Vendors and should be added to the published NCHICA Vendor RFP Template. 
	Ref
	Standards
	Does System Comply?
	Standard Type
	Where in Your Proposal is the Solution Described?
	Comments/Plans for Meeting Compliance

	
	I. Portable Device Encryption
	
	
	
	

	a. 
	Does the system support Active Directory / LDAP operations? 
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	b. 
	Does your product support full-disk encryption?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	c. 
	Does your product support partial-disk encryption?  How?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	d. 
	Does your product support Access Control by Serial Number?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	e. 
	Does your product encrypt removable media? Describe the various modes (mandatory, discretionary) and how they are administered.
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	f. 
	Does your product provide a seamless interface to the user, specifically with Windows login and device mounting?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	g. 
	Does your product integrate with, or come with a deployment suite to enable a ‘push’ technology for client installations?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	h. 
	Does your product support central management?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	i. 
	Does your product support auditing? 
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	j. 
	Does your product provide the ability to validate IT Governance and Controls?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	k. 
	Does your product cause noticeable performance degradation?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	l. 
	Does your proposal include a list of all supported devices?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	m. 
	Does your proposal include a list of legacy systems that are supported?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	n. 
	Does your product support, or mandate, the use of key escrow to permit the recovery of data?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	o. 
	Does your product support key escrow?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	p. 
	Does your product provide key management tools?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	q. 
	Does your product support encrypted network drives? How? Do you use master keys?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	r. 
	Does your product operate with SMS?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	s. 
	Does your product operate with Windows SUS or a third party equivalent?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	t. 
	Does your product integrate with Windows Vista OS?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 


	
	
	

	u. 
	Does your product support other portable devices operating systems, e.g., Palm, Windows Mobile, Blackberry, etc.?
	Yes: FORMCHECKBOX 
  No:  FORMCHECKBOX 
  ALT:  FORMCHECKBOX 
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