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Preamble:

Template for Managing Sensitive Electronic Information (SEI) on Portable Devices and Removable Media 
Introduction:
In the Spring of 2007, the Chief Information Officers’ (CIO) Roundtable of the North Carolina Healthcare Information and Communications Alliance, Inc. (NCHICA) chartered a Task Force of the NCHICA Privacy and Security Officials Workgroup to study and recommend policies and procedures for protecting Sensitive Electronic Information (SEI) that could be moved from inside an enterprise’s firewall via portable devices and removable media including laptops, PDAs, USB drives, CD/DVDs, etc.  This was judged to be an immediate and pressing issue facing each member organization of NCHICA and others in healthcare. 
The Task Force developed a series of policy, standards, and procedure templates based upon best practices that could be tailored to each organization’s specific needs. This document reflects the collective knowledge and efforts of the members of the Task Force and bears the endorsement of the NCHICA Privacy and Security Officials Workgroup and the CIO Roundtable and has been reviewed by the NCHICA Board of Directors.  The reader should be aware that neither NCHICA nor any of the organizations whose staff participated in this work make any claim that this document is adequate to meet the needs of every entity but only that it is provided for consideration and possible adoption, after consultation with appropriate counsel, by organizations needing to address this critical issue. 

This document addresses security issues surrounding the deployment and use of portable devices and removable media that collect, store, access, receive, or transmit (SEI), specifically in the healthcare environment.  While risks and deployment methodology may differ in other domains, the principles are very similar.
Definitions:

Sensitive Electronic Information (SEI) – Includes all classes of sensitive data including Protected Health Information (PHI) and any other information considered confidential by the organization.
Portable Device – includes any non-fixed device that contains an operating system that may be used to create, access, or store SEI (i.e. laptop computers, tablet computers, personal digital assistants (PDAs), smart phones, etc.)

Removable Media – includes, but is not limited to, CDs, DVDs, MP3 players, removable memory, and USB drives (thumb drives)
Task Force Members:
NCHICA gratefully acknowledges the expertise and effort contributed by representatives from the following member organizations who made this document possible:

· Alamance Regional Health System

· Carolinas HealthCare System

· Duke Clinical Research Institute

· Duke University Health System

· Forsythe Solutions Group

· Halifax Regional Medical Center 

· Intel

· LabCorp

· Mission Hospitals

· Moses Cone Health System

· Novant Health

· Pitt County Memorial Hospital

· Rex Healthcare

· Southeastern Regional Med Center

· UNC Healthcare

· UNC-CH School of Medicine

· University of Virginia Health System

· VCU Health System/ACE

· Wake Forest University Baptist Medical Center
* listed alphabetically
The Challenge:

The NCHICA Task Force members followed a risk management methodology to address the challenge of protecting SEI on portable devices and removable media, including when those items are outside the control of the organization’s protected infrastructure. The following assumptions were used in the formulation of this document: 
· Today’s technology allows SEI  to be accessed, stored and transmitted from just about anywhere using devices that are becoming smaller in physical size but can store gigabytes of data. 
· The workforce continues to mobilize and expects to have immediate access to data.

· Many organizations are not encrypting data on portable devices; so, when equipment has gone missing, they are faced with the dilemma of how to determine what data may have been stored on the device and what to report. 

· End users continue to introduce and use personally owned removable media and portable devices to create, access, and store SEI.
Regulatory Requirements:
· The Department of Health and Human Services released a security guidance document on 12/28/2006 to address the ways a covered entity “must” protect SEI when it is accessed or used outside of the organization’s physical purview.
· The NC Identity Theft Act of 2005 addresses the protection of personal information that can be used to gain access to financial data. Items that may impact how we deal with personal information are:

· Individuals must be notified of security breaches when there's a reasonable likelihood that their "identifying information" was compromised. 

· Identifying information covers a wide range of data, including SSNs, bank account numbers, driver's license numbers, biometric data (fingerprints, retina scans, etc.), passwords, and parent's legal surname prior to marriage.

Summary of Task Force Meeting Discussions:
The organization should create a listing of approved Removable Media Devices   

· How would you police the organization to determine compliance?

· How do you deal with existing unapproved devices?
· Would the organization supply the workforce with the approved devices?

· Would the organization offer a trade-in option to eliminate non-compliant removable media?

The organization should install a solution that encrypts all SEI as it is transferred to removable media
· Most organizations are experiencing an increase in device theft from both inside and outside the facility; therefore, the control needs to include all SEI removed from the organization’s protected infrastructure. 
The consensus is that the organization should restrict the individual’s ability to remove SEI from the network or install a solution that forces all SEI transferred to removable media from the organization’s protected infrastructure be encrypted.
Task Force Recommendations:

The Task Force reached a consensus that the best way to manage the workforce using removable media or portable devices is to follow five major recommendations: 
· Create four class of users, based on risk and organizational requirements:

1. Users who do not need to have access to USB drives

2. Users who do not store data on a local device

3. Users who store data, but not SEI, on a device or removable media
4. Users who store SEI on a portable device or removable media
· Create group policies to lock down the USB ports and hard drives on machines assigned to, or for use by class "1" & “2” users listed above.  Create a waiver process for granting exceptions on a case-by-case basis. 
· Create a process where access can be granted to USB ports and hard drives for users that work with non-SEI data. Include an education requirement to ensure workers understand data classifications.
· Purchase encryption solutions for all devices used by class “4” users that are capable of forcing encryption on all information that is transferred, created or stored on portable devices or removable media attached to the device.
· Organizations should consider implementing a centralized approach in managing SEI devices.  Detailed considerations for evaluating encryption solutions are included in the associated “Vendor RFP Template for Meeting HIPAA Security Requirements: Portable Device Encryption Vendor ADDENDUM.”
Vendor RFP Template Addendum:
NCHICA’s Privacy and Security Officials Workgroup and Security Workgroup previously published a Vendor RFP Template for Meeting HIPAA Security Requirements, containing a list of standard questions that organizations may use in the acquisition process to select a suitable vendor.  The Task Force created additional questions specific to encryption vendors that may be used in addition to the existing template. Both the Vendor RFP Template and the new ADDENDUM related to SEI are posted on the NCHICA Web site in proximity to this document (http://www.nchica.org/HIPAAResources/Samples/Portal.asp).


Introduction 
Portable Devices and Removable Media
Policy, Standard, Procedures, and Guidelines
It is a requirement for Health care organizations to demonstrate compliance with security requirements through the implementation of reasonable and appropriate policies and procedures. In response to the growing threat to portable devices, the North Carolina Healthcare Information and Communications Alliance, Inc. (NCHICA) has developed a draft Removable Media and Portable Devices Policy, Standard, and Procedures to serve as a starting point for both member and non-member organizations to address these issues at an enterprise level.

 No discussion of policies, standards, procedures, and guidelines can take place without first understanding the framework in which they are to be used.  For this reason, NCHICA has adopted best practices from the National Institute of Standards and Technology (NIST) and the SysAdmin, Audit, Network, Security Institute (SANS), ISO 17799:2005 and ISO 27001:2005 in defining these terms and their associated documents.
DEFINITIONS

A Policy is a formal statement by an organization’s executive management of the overall intention and direction. It is not intended to be detailed, but rather serve as the capstone principle by which subordinate documents support. Policies do not normally direct individual behavior but rather state an organization’s intention. It is through these subordinate documents that a desired behavior is accomplished. An organization’s policies are mandatory in nature and designated members of the workforce shall be educated on the intent. Policies must also be available to all who fall within the scope. 
A Standard supports a policy by providing specific boundaries. Standards are not intended for a wide audience, but rather serve to establish a set of mandatory decision criteria for systems and processes. Standards are intended for a very limited audience, such as program managers or IT technical implementation staff, and can be used for purchasing hardware, software, or even configuring systems. Standards are mandatory by definition; however, there should be a documented waiver process to allow a designated individual the authority to make changes. Standards do not normally require executive management approval and therefore are more fluid and can adapt to technology changes. There may be multiple sets of standards supporting a policy, as in the case of the attached Removable Media and Portable Devices Policy. NCHICA has supplied an Encryption Standard addressing only the data at rest as part of this document. Organizations will also want to develop a wireless encryption standard to address acceptable wireless security controls (e.g., WPA, WEP, LEAP, etc.).
Procedures contain a detailed set of mandatory or discretionary instructions for various groups of individuals, such as the general workforce, management, audit, training, etc. These procedures should directly support an organization’s policies. Well written procedures will outline the detailed steps, establish timelines, and document specific behaviors for all workforce members who are bound within a policy’s scope to be in compliance. Procedures will use the terms “shall” to denote mandatory behavior to achieve compliance. Procedures may also use the terms “should” or “will” to denote a strongly desired, but not mandatory behavior. An organization may elect to develop multiple procedures, depending upon the target audience and sensitivity of information. In practice, some procedures may contain sensitive information (e.g., encryption keying instructions) that would not be appropriate to release to the general workforce and would require protection.
Guidelines are documents that support a policy but are not directive in nature. Guidelines are designed to provide members of the workforce a recommended path to achieve compliance with an organization’s policy. Guidelines should use terms like “should” and “may” when describing actions. Guidelines alone cannot be used to correct undesirable behavior as it assumes the user may exercise judgment.
Sample Policy Items needed to achieve compliance around the use of SEI when it is accessed or used outside the organizations physical purview. 

	TITLE
	Appropriate use of portable devices and removable media policy

	NUMBER
	

	JCAHO FUNCTIONS
	IM

	Applies to
	Entire workforce 


	I.
	SCOPE / PURPOSE

	
	The purpose of this policy is to address the appropriate protection of sensitive electronic information (SEI) when it is stored, transferred or accessed on portable devices such as: Laptops / PDAs / Smart Phones (devices with operating systems) or removable media such as: USB Flash drives / Memory cards / Floppy Disks / CDs / DVDs. This policy is not intended to address non-classified data.
This policy covers all [Hospital Name]-owned, leased, or managed portable devices or removable media.  At the discretion of the organization, it also may apply to any third-party (e.g., staff member or contractor) owned or managed devices or media as a pre-condition for being granted authorization to [Hospital Name]-managed SEI.


	II.
	POLICY

	
	The workforce shall take all reasonable and prudent measures to ensure the safety and confidentially of all SEI that is downloaded to any removable media or portable device. e.g. PDA, laptop, etc.  Reasonable measures include but are not limited to: storing large files and databases only on network shares, password protecting sensitive files or using an approved encryption method.   

The workforce shall take all reasonable and prudent measures to physically secure all removable media or to portable devices.  Users shall not open or attempt to open the encasement of any removable media or portable devices nor otherwise circumvent any lock system that secures the device or its components.  User should take reasonable measure to secure device at all time and report any lost or stolen removable media or portable devices immediately.


	III.
	DEFINITIONS

	
	Workforce – This term applies to all individuals working on behalf of the corporation in any capacity and includes, but is not limited to, employees, independent contractors, students, volunteers, and members of the medical staff, consultants and vendors.  

SEI – Sensitive Electronic Information includes all classes of sensitive data including Protected Health Information (PHI) and any other information considered confidential by the organization.



	IV.
	RELATED DOCUMENTS

	
	Sanction Policies - Organization must have sanction policies in place and effectively communicated so that the workforce members understand the consequences of failing to comply with the security policies and procedures of the covered entity related to appropriate use of removable media ad mobile devices. 

	
	Reporting Wrongful Use of Handheld Mobile Computing Devices - The organization should have a documented process that allows the reporting of wrong doing

	
	Loss of a device - The organization should have a defined process for reporting lost / missing devices

	
	Transporting large files - The organization should develop a process for securely transferring large files

	
	Destruction of Information System Equipment / Electronic data – The organization should ensure the destruction of portable devices and removable media is addressed 

	
	Password Policy – The organization should have a documented policy describing the age, length and  reuse of passwords

	
	Password/Authentication policy and standards – The organization should address authentication requirements to SEI.  The organizations should look at multi-factor authentication vs. single factor authentication and consider the use of biometrics as a possible authentication method. 

	
	Asset Management Process – The organization should ensure that a documented process is in place to maintain an inventory of hardware and electronic media, which includes portable devices. 

	
	Patch management standards – The organization should ensure that security updates are addressed for remote and mobile computing.

	
	Virus protection standards – The organization should ensure that virus protection is addressed for remote and mobile computing.

	
	Mobile device configurations standard – The organization should ensure that secure configurations are addressed such as defining session terminations / time-out on inactive portable or remote devices, personal firewall software on laptops.

	
	Backup and recovery standards – The organization should ensure that backup and recovery are addressed for SEI stored on portable and remote devices.

	
	Remote access policy and procedures – The organization should address the remote access recommendations in the CMS Security Guidance for Mobile and Remote Computing in a separate Remote Access Policy.

	
	Exception Policy – The organization should have a documented process in place for requesting and approving policy waivers

	
	

	V.
	REFERENCES

	
	HIPAA Privacy and Security Rule (45CFR 160, 162 and 164)

Destruction of Information System Equipment

Password Policy

Data Classification


	VI.
	INITIAL EFFECTIVE DATE
	

	
	ALL DATES  REVISED 
	

	
	ALL DATES  REVIEWED
	  



Organizations must set standard increments for reviewing and updating policies.
ATTACHMENT I: STANDARDS
	TITLE
	Encryption Standards* –Portable Devices and Removable Media 
(*Applies to data at rest only)

	NUMBER
	Attachment I to Appropriate use of portable devices and removable media policy

	JCAHO FUNCTIONS
	

	Applies to
	Entire Workforce, Business Associates, and all others as required by Contract


	I.
	SCOPE / PURPOSE



	
	The purpose of this Standard is to define a minimum set of encryption controls to protect the “data at rest” for any portable device that may contain sensitive electronic information (SEI). The purpose of encryption standards is to protect the confidentiality, integrity, and authenticity of SEI.  Encryption also provides the foundation to support non-repudiation and secure access controls. Finally, the level of encryption standards is selected in order to ensure that the effort to compromise the controls are higher than the value of the data being protected.

The information contained in this Standard incorporates the best practices and may change without prior notice. 
This Standard shall not be used to address classified data as defined by the Department of Defense.


	II.
	STANDARD



	
	Encryption is one control to protect the confidentiality, integrity, and authenticity of SEI. The strength of encryption standards vary widely and many are incorporated in a variety of commercial and open-source products. [Hospital Name] has determined through a risk assessment that all SEI stored or accessed on portable devices must be protected using a minimum set of encryption. These encryption standards have been selected in order to ensure that the effort to compromise the controls are higher than the value of the data being protected.
1)  MANAGEMENT STANDARDS

Any encryption solution must also support other controls, specifically maintainability, and ability to audit. As such, Central Management is a key element of this Standard. As such, encryption solutions shall include the following key attributes:
· the ability to centrally and automatically deploy any solution to all devices, configured according to [Hospital Name]’s policies, 
· the ability to provide audit data validating that all impacted devices have been encrypted, and 
· the ability to enforce mandatory key escrow or master keys.
2)  ENCRYPTION STANDARDS

The following are acceptable encryption standards for portable devices:

a) Data Encryption Standard 

The Data Encryption Standard, or DES, was invented by IBM in 1976 and provides a 64-bit input and output block size. DES can be implemented in both the block (file) and stream (communication) modes. Each mode has different possible implementations, but some offer higher protections. DES can be implemented in a “Triple DES” mode and is more secure than the standard DES. “Double DES” is NOT approved for use because of the potential for “meet in the middle” attack. DES may be used on a portable device when Triple DES is not available. All devices must be Triple DES capable by January 1, 2010 or removed from service.
The following DES modes are approved for use:

· Block Mode: Cipher Block Chaining (CBC) 

· Stream Mode: Cipher Feed Back (CFB) 

· Stream Mode: Counter (CTR)

The following DES modes are NOT approved for use:

· Block Mode: Electronic Code Book (ECB) 

· Stream Mode: Output Feed Back (OFB) 

b) Advanced Encryption Algorithm (AES) (a.k.a., Rijndael)

The Advanced Encryption Algorithm (AES) was published in 1998 as a result of a NIST contest to replace the DES algorithm. The AES standard has been published in the Federal Information Processing Standard (FIPS 197) in 2001 and is the desired algorithm for use in portable devices. The AES algorithm uses either a 128, 192, or 256-bit key sizes. AES has been incorporated in a variety of commercial and open source software products. All modes of AES are approved.

c) International Data Encryption Algorithm (IDEA) 

The International Data Encryption Algorithm (IDEA) was originally published in 1991 as a replacement for DES and contains a 128-bit key. It is highly optimized for general purpose computers. All modes of IDEA are approved.
d) Other Encryption Standards

There are other encryption standards that are used less than the three approved standards. These shall be used only if one of the above three standards are not supported by the portable device.

Blowfish: This standard was developed in 1993 and uses variable key size of 32 to 448 bits. The smaller key sizes increase the potential for breaking the cipher; therefore if this standard is used, it should be used with a key size of greater than 128 bits, whenever possible.

Twofish: This standard is similar to Blowfish but it uses a key size of up to 256 bits. 



	III.
	Approved Commercial Products



	
	[Hospital Name] recognizes that protecting the confidentiality, integrity, and authenticity of SEI are three important goals; however, there are other important goals that must also be considered. For the supporting staff, maintainability is an equally important goal and can be best achieved when products are selected that reduce [Hospital Name]’s cost and resource requirements to deploy, operate, and support portable devices. For this reason, [Hospital Name] has limited the number of commercial products that will be approved by the Information Technology department. 
The following commercial products are approved for use within the [Hospital Name]’s domain when configured with one of the approved encryption standards. Any department or use requiring a portable device shall contact the Information Technology department for installation and training prior to deploying any portable device that may access or store SEI.



	
	· [List approved solutions here]


ATTACHMENT II: PROCEDURES 
	TITLE
	Procedures –Portable Devices and Removable Media 

	NUMBER
	Attachment II to Appropriate use of portable devices and removable media policy

	JCAHO FUNCTIONS
	

	Applies to
	Entire Workforce, Business Associates, and all others as required by Contract


	Procedures for the protection of removable media and portable devices. 



	
	A.
	Every member of the workforce:

	
	
	· Shall understand and acknowledge the provisions contained in the Appropriate Use of Portable Devices and Removable Media Policy, including the policy, 

	
	
	· Shall understand that their actions, activities, and information recorded in, transmitted by or otherwise enabled while using [Hospital Name]’s systems, portable devices, or removable media will be available to [Hospital’s Name] without restriction [NOTE:  Organizations should consider the application of this principle to workforce-owned portable devices and removable media],

	
	
	· Shall only use removable media and/or portable devices approved to store or access Sensitive Electronic Information (SEI) as defined by [Hospital Name], 

	
	
	· Shall not use removable media and/or portable devices without encryption to create, store, or access SEI unless a waiver has been obtained from the information security officer,

	
	
	· Shall use passwords or other authentication techniques to protect the SEI on removable media and/or portable devices,

	
	
	· Shall ensure that any SEI stored on removable media or portable devices is destroyed in accordance with established procedures,

	
	
	· Shall not take any removable media or portable devices containing SEI from [Hospital Name]’s premises without an approved business purpose and only after receiving authorization from a manager or the information security office,

	
	
	· Shall not attempt to circumvent, reverse engineer, or otherwise bypass any security controls required by [Hospital Name], 

	
	
	· Shall physically protect, to the maximum extent practical, any removable media and/or portable device containing SEI, 

	
	
	· Shall not connect or otherwise use removable media (e.g., memory sticks, floppy disks, CD, DVD, iPOD or other MP-3 players, or intelligent cell phones such as Blackberry or Treo, etc.) to any [Hospital Name] device that may contain SEI unless it has been previously approved by the information security office,

	
	
	· Shall report violations of this policy, including the loss or discovery of unauthorized access to any removable media and/or portable device, immediately to the appropriate office per the security and privacy incident policy, and

	
	
	· Shall return any removable media or portable devices containing SEI when no longer authorized (e.g., termination, transfer, etc), or shall present any personally-owned media or portable device for inspection if those items were previously approved to create, store, or access SEI.

	
	
	

	
	B.
	Managers, Directors, and Administrators:

	
	
	· Shall define and document business purposes that require removable media and portable devices containing SEI to be removed from [Hospital Name]’s premises,

	
	
	· Shall obtain waivers for the removal of removable media and/or portable devices that are not pre-approved by the information security officer,

	
	
	· Should suggest changes to policy, standards, and procedures that enhance the protection of SEI, and

	
	
	· Shall ensure that all subordinates who may have access to SEI are aware of the policy and these procedures.

	
	
	

	
	C.
	The Chief of Contracts:

	
	
	· Shall serve as the single point of contact for ensuring all vendors and/or Business Associates follow [Hospital Name]’s security policies, as appropriate,

	
	
	· Shall develop appropriate standard contract language for inclusion into any contract that requires a vendor or Business Associate to create, store, or access [Hospital Name]’s SEI using removable media or portable devices,

	
	
	· Shall develop a matrix of appropriate security controls related to the protection of SEI on removable media and portable devices that shall apply to vendors and/or Business Associates,

	
	
	· Shall develop and maintain a list of all vendors and Business Associates who are expressly authorized to create, store, or access SEI on behalf of [Hospital Name], 

	
	
	· Should ensure that all vendors train all employees, subcontractors, or associates about the requirements or this policy,

	
	
	· Should work with the Training Department to develop an approved training curricula specific to removable media and portable devices for vendors and/or Business Associates,

	
	
	· Should work with the Office of Corporate Compliance to develop a vendor / Business Associate compliance program, and

	
	
	· Shall develop and maintain a process for security event reporting from vendors and/or Business Associates.

	
	
	

	
	D.
	The [Hospital Name] Training Department:

	
	
	· Shall develop a training curricula for the protection of SEI on removable media and portable devices, in coordination with the information security officer, for all members of the workforce,

	
	
	· Shall conduct training for all members of the workforce,

	
	
	· Shall maintain training records for all members of the workforce, and

	
	
	· Should periodically evaluate the training effectiveness.

	
	
	

	
	E.
	The Office of Internal Audit:

	
	
	· Should develop audit procedures to measure the effectiveness of this policy and procedures, and

	
	
	· Shall conduct routine and event-driven audits to ensure compliance of all departments. 

	
	
	

	
	F.
	The Chief Information Officer (or IT Director):

	
	
	· Shall assign and train adequate resources to manage removable media and portable devices,

	
	
	· Should develop and maintain specific procedures for the management and operations of removable media and portable devices, to include the implementation of two-factor authentication,

	
	
	· Shall only procure and configure removable media and portable devices on the approved list maintained by the information security officer,

	
	
	· Shall establish and manage all technical access controls for [Hospital Name]’s removable media and portable devices,

	
	
	· Should provide technical support for non-[Hospital Name] owned removable media and portable devices that are authorized to store or access SEI,

	
	
	· Should justify and apply for waivers (from the information security office) to the approved Encryption Standard when there is a valid business reason,

	
	
	· Shall suspend service for any member of the workforce, vendor, or Business Associate who is found to be in violation of the policy,

	
	
	· Shall verify that all [Hospital Name] SEI has been removed from any removable media or portable device, including those devices not owned by the [Hospital Name] when those devices and owners were previously authorized access to SEI,

	
	
	· Should conduct periodic validation audits of devices and media when brought in for maintenance actions, and

	
	
	· Should develop and maintain appropriate metrics to validate the business needs and cost of security controls for removable media and portable devices.

	
	
	

	
	G.
	The Information Security Officer:

	
	
	· Shall manage the removable media and portable devices process,

	
	
	· Shall develop and maintain removable media and portable device encryption standards for both data at rest and data in motion,

	
	
	· Shall develop, maintain, and publicize criteria for authorizing removable media and portable devices off [Hospital Name]’s premises, 

	
	
	· Should develop and manage a risk management process for evaluating and approving various types/classes of removable media and portable devices that may process SEI,

	
	
	· Shall develop and maintain the definitive list of approved removable media and portable devices that are authorized for use with [Hospital Name]’s SEI,

	
	
	· Should develop learning objectives, in coordination with the [Hospital Name]’s training department, that will serve as the baseline for changing workforce behavior,

	
	
	· Shall develop and manage a process for processing waivers to any to the removable media and portable device policy, standard, or procedures,

	
	
	· Should develop and maintain metrics on the effectiveness of security controls related to the policy,

	
	
	· Should coordinate with [Hospital Name]’s Internal Audit to develop effectiveness monitoring plans,

	
	
	· Shall periodically report to senior management on the effectiveness of the removable media and portable device control, and

	
	
	· Shall periodically review and maintain the policy, standards, procedures, and guidelines applicable to this policy.

	
	
	

	
	H.
	The Executive Management Team:

	
	
	· Shall assign responsibilities for managing removable media and portable devices to the appropriate members of the workforce,

	
	
	· Shall approve the process for selecting security controls to protect SEI on removable media and portable devices, and 

	
	
	· Should periodically review the effectiveness of the policy.
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