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Section - Individuals

1. What are the benefits to the individual of an accounting of disclosures, particularly of disclosures made for treatment, payment, and health care operations purposes?

· Benefits individual in situations where there is suspected breach of privacy; otherwise, cannot think of how it benefits patient. Could benefit CE, to show that no inappropriate disclosure was made. 
· I do not think there is a benefit. 

· I see no advantage to patients and it is a monstrous onerous requirement that will increase compliance costs. No benefit to the bedside. 

· In our experience, individuals are usually looking for a specific recipient or disclosure rather than having an interest in a broad accounting of all disclosures.  If the purpose of the accounting of disclosures is to provide individuals with information about external providers that have been involved in their care, the same information can be obtained from the bill or the medical record. 

· None really.  I don't think that the individual really understands the complicated disclosure. 
· To be informed of everyone who has accessed PHI. 

· Better privacy by allowing patient to see the disclosure pattern, more provider accountability for disclosure as they anticipate accounting, and incentivizes more use of de-identified data for TPO where feasible.

2. Are individuals aware of their current right to receive an accounting of disclosures?
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57.14% (4) 28.57% (2)

14.29% (1)

Mean: 1.57   Mode: 1.00   Median: 1.00   Standard Deviation: 0.73


On what do you base this assessment?
· Education and awareness efforts.
· I think that this has gotten so complicated and confusing to not only those of us that work day to day in healthcare but also the consumer.  
· Individuals are provided with a Notice of Privacy Practices, as required by the HIPAA Rule. 

· It is included in the Notice of Privacy Practices and we have received some requests. 

· It is listed in the Joint Notice of Privacy Practices. 

· Since HIPAA in 2003, no requests for Accounting of Disclosures at this facility. 

· We have had two accounting of disclosures requests.  Both because of other issues and specifically looking for isolated incidents. 

3. If you are a covered entity, how do you make clear to individuals their right to receive an accounting of disclosures?

· Education and awareness efforts.
· In Notice of Privacy Practices. 
· It is listed in the Joint Notice of Privacy Practices. 

· Notice of Privacy Practices and respond to inquiries...when/if inquiries are made. 

· Notice of Privacy Practices. 

· The right to request an accounting of disclosures is communicated in the Notice of Privacy Practices, as required by the HIPAA Rule.  We also proactively communicate the right to individuals if it is relevant to an inquiry or concern. 

· We give out the information in the deluge of information given to them.  We also explain if anyone calls for an investigation of their care. 

How many requests for an accounting have you received from individuals?

· Less than 10 in 7 years.  We have cared for over 1 million patients during that time. 
· 2 

· Around 10.  Most are wanting to know if an attorney has requested their records. 

· less than 5 in the 7 years it has been in effect. Many of those were based on complaints and not actually on the purpose of the accounting feature. 

· Since HIPAA in 2003, no requests for Accounting of Disclosures at this facility.
· We don't get any accountings we get more investigations and when we offer to give them the accounting they usually tell us no thanks just investigate my information. 

· We have received 12 requests for an accounting from over 2 million patients in the past 7 years. 

4. For individuals that have received an accounting of disclosures, did the accounting provide the individual with the information he or she was seeking?
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Are you aware of how individuals use this information once obtained?
[image: image4.emf]yes

no

14.29% (1)

85.71% (6)

Mean: 1.86   Mode: 2.00   Median: 2.00   Standard Deviation: 0.35


Section - Treatment, Payment and Health Care Operations Disclosures

5. With respect to treatment, payment, and health care operations disclosures, 45 CFR 170.210(e) currently provides the standard that an electronic health record system record the date, time, patient identification, user identification, and a description of the disclosure. In response to its interim final rule, the Office of the National Coordinator for Health Information Technology received comments on this standard and the corresponding certification criterion suggesting that the standard also include to whom a disclosure was made (i.e., recipient) and the reason or purpose for the disclosure. Should an accounting for treatment, payment, and health care operations disclosures include these or other elements?
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If so, why?
· Accounting for treatment, payment and healthcare operations activities in each individual’s record would slow down the flow of information to healthcare workers, impeding the timely delivery of healthcare services.  If an accounting of disclosures is required, the specific purpose for the disclosure is a key piece of information.  Generalizing disclosures into broad categories would provide too little information to be helpful to the individual.  Individuals are not familiar with activities that constitute “health care operations”.  Since the definition is different for every organization, the interpretation is important.  Healthcare is a complex business, and individuals who are unfamiliar with the industry are unlikely to understand how the business works.  “Health care operations” can encompass many different kinds of activity within an organization. 
· No, the recipient (workforce members name) should not be included.  This exposes the employees to risk. 

· Ref item #1: if purpose is to track disclosures to prove /disprove suspected breaches, this data is meaningful. 

· The burden of this has gotten out of control.  If a provider sends a claim to BCBS that is recorded and the individual knows that it was sent.  I am not sure what documenting and recording every "whom" will accomplish. 

· There has been no demonstrated need for that detail currently and no perceived benefit in the future requirement. 

· We can capture date, time, patient id, user id and description of disclosure.  Determing the purpose is not available and would require individual research. 

· We should be able to get "to whom" but providing any specificity in the (operations) reason will be difficult. 

How important is it to individuals to know the specific purpose of a disclosure--i.e., would it be sufficient to describe the purpose generally (e.g., for ``for treatment,'' ``for payment,'' or ``for health care operations purposes''), or is more detail necessary for the accounting to be of value?
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To what extent are individuals familiar with the different activities that may constitute ``health care operations?''
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On what do you base this assessment?
· Based on comments of what they request, what we clarify, and what they end up wanting. 
· Discussion with patients and staff. 

· I don't believe the public know or understand the "business" of health care.  For example, I had a patient that insisted we remove her from the Tumor Registry.
· No real basis.  If HCO added to list of reasons and individuals ask, they will quickly become familiar. 
· The health care world has gotten so complicated it is difficult to explain it when you work in it day by day.  There are so many requirements for providers to get paid and to keep the money that on a good day it is difficult to understand. 

Section - Existing Electronic Health Record Systems

6a.  Is the system able to distinguish between ``uses'' and ``disclosures'' as those terms are defined under the HIPAA Privacy Rule? Note that the term ``disclosure'' includes the sharing of information between a hospital and physicians who are on the hospital's medical staff but who are not members of its workforce.
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6b.  If the system is limited to only recording access to information without regard to whether it is a use or disclosure, such as certain audit logs, what information is recorded?
N/A
 How long is such information retained?
· 6 years 

· 6 years if it is needed for compliance purposes 

· Depends on system involved.  We currently download and archive information. 

· Depends on the system.  We will need to adjust back to 3 years. 

· Forever! 

· Guess info should be retained as long as it is useful / whatever HIPAA stipulates now...6 years, 3 yrs. 

· I’ve done a study of a random sample of Academic Medical Centers’ log retention practices. The most typical practice is for retention of uses and disclosures in the audit logs for more than 7 years. Some AMCs have a policy of permanent retention.  As a technical person, I don’t see much burden in very long comprehensive retention practices. Every time I’ve inquired with people whose view was that the amount of storage would be burdensome to support, they did not seem to be able to support their viewpoint with calculations. Note that some of burden is that the logs themselves contain PHI and this has protection requirements. 

What would be the burden to retain the information for three years?

· Expense of storage space. 

· In the past 24 months, the average number of log records per day has increased from 1.5 million to over 6 million.  This number is anticipated to continue growing as the electronic medical record system is deployed across additional facilities.  Efforts to proactively audit user activity have been limited by the available technology.  To evaluate even a small percentage of all user activity for the month (6 hours), an employee has to run 30 to 40 individual log data queries.  The accumulated results have to be extracted to a data analysis tool and combined with data from other systems to be used meaningfully. 

· Memory storage; ability to track it; auto - delete mechanism. 

· Retention and practical recovery will be very difficult. 

· Same 
· Storage requirements are huge and an expense to the institution. 

6c.  If the system is able to distinguish between uses and disclosures of information, what data elements are automatically collected by the system for disclosures (i.e., collected without requiring any additional manual input by the person making the disclosure)?

· Date, time, UserID, type of access (e.g. View, Insert doc, etc.), Acct # or MRN (depending on what number was used for the search), Name
· Destination but not purpose 

· Name, DOB, current date, info accessed 

· No 

· Not available
· Our system is not able to distinguish between uses and disclosures. 

What information, if any, is manually entered by the person making the disclosure?

· Name and department
· none 

· to whom disclosed, when, address 
· We have some manual logs in departments for state mandated reporting such as birth and testing. 
6d.  If the system is able to distinguish between uses and disclosures of information, does it record a description of disclosures in a standardized manner (for example, does the system offer or require a user to select from a limited list of types of disclosures)?
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 If yes, is such a feature being utilized and what are its benefits and drawbacks?
N/A 

6e.  Is there a single, centralized electronic health record system? Or is it a decentralized system (e.g., different departments maintain different electronic health record systems and an accounting of disclosures for treatment, payment, and health care operations would need to be tracked for each system)?
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6f.  Does the system automatically generate an accounting for disclosures under the current HIPAA Privacy Rule (i.e., does the system account for disclosures other than to carry out treatment, payment, and health care operations)?
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6fi. If yes, what would be the additional burden to also account for disclosures to carry out treatment, payment, and health care operations?
· At this time some types of accountings are entered manually. 
· Most but not all of our systems track all access.  The problem is labeling what type of access.  Also, not all systems are electronic.  There is no central repository for all info. 

· Our HIM department will be manually tracking. 

· See item 6b. 

· There would be a serious impact to daily workflow to capture the required data for a disclosure, user education, monitoring for compliance, sanctions for non-compliance, additional disk space and multiple system updates. 

If yes, would there be additional hardware requirements (e.g., to store such accounting information)?

· Disk space and servers (currently growing by 0.5 terabytes per year). 
· Storage requirements are huge. 

· Unknown 

If yes, would such an accounting feature impact system performance?
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6fii.  If not, is there a different automated system for accounting for disclosures, and does it interface with the electronic health record system?
· NO 
· Not sure 

· Yes, for some types of disclosures and no it does not interface. 

Section - Accounting Requirements

7.  The HITECH Act provides that a covered entity that has acquired an electronic health record after January 1, 2009 must comply with the new accounting requirement beginning January 1, 2011 (or anytime after that date when it acquires an electronic health record), unless we extend this compliance deadline to no later than 2013. Will covered entities be able to begin accounting for disclosures through an electronic health record to carry out treatment, payment, and health care operations by January 1, 2011?
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If not, how much time would it take vendors of electronic health record systems to design and implement such a feature?
· I was told 8 months ago that our vendor expected to be ready in Jan. 2011. 
· The time required to comply will depend on how fast our software vendors can provide an update. 

· There are too many unknowns and a lack of guidance to answer intelligently. 

· Yes 

Once such a feature is available, how much time would it take for a covered entity to install an updated electronic health record system with this feature?

· Don't know 

· In general it will be approximately 9 months after the release of the software before we would implement it allowing for: initial bug fixes, testing, user education, change control, identifying a suitable down time, etc. 

· My experience is over a year. 

· Usually less than 3 hours for new versions.
· It is a fairly normal adoption pattern for a new requirement of this type to be adopted by a minority of affected parties prior to the required implementation date.  So, one could expect only a few adoptees by 2011 if the required implementation date is 2011, and to have a majority of adoptees 2-4 years later. This pattern may be altered by the Meaningful Use of EHR requirements. Presumably there will be a point at which A) Vendors must have AoD facilities in order to be Certified and B) Users will attest (or be inspected to assure) that they have a strong AoD  program.  A key issue will arise if the EHRs are certified to have AoD facilities but that MUsers find them impractical to use.  I have inspected a number of EHRs and this issue is present in most of them. So, I would propose that the certification criteria for AoD facilities be framed in a way that will certify only reasonably usable facilities – not just theoretically usable facilities. 

8. What is the feasibility of an electronic health record module that is exclusively dedicated to accounting for disclosures (both disclosures that must be tracked for the purpose of accounting under the current HIPAA Privacy Rule and disclosures to carry out treatment, payment, and health care operations)?
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Would such a module work with covered entities that maintain decentralized electronic health record systems?
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9.  Is there any other information that would be helpful to the Department regarding accounting for disclosures through an electronic health record to carry out treatment, payment, and health care operations?
· I don't think we are decreasing cost of health care with this type of regulation, and are adding little value to the individual. 
· We strongly encourage the Department to carefully consider the burden that this requirement would place on the healthcare industry and its potential for creating a negative impact on the provision of health services. 

· The Rule should define EHR in a way that CEs/BAs tell which systems represent an “EHR”  whose operations support disclosures that are subject to the rule.  How does the meaning of EHR in this context relate to the meaning of EHR used in the Certification reg? This could be especially important in organizations that frequently use many systems (e.g. hospitals). 


