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AGENDA

Start Topic Discussion Leader

11:00 Welcome and Introductions Ron Mitchell
Mary Jo Nimmo

11:10 Introduce Draft Charter Steve Munie

11:20 American Recover & Reinvestment Act Holt  Anderson
Andrew Weniger

11:40 Working Lunch

11:50 Overview of NHIN Architecture & 
Operating Procedures

Richard Franck

12:10 Planning for HIE Across NC All

12:45 Action Items All

1:00 Adjourn
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NCHICA Board of Directors

NCHICA Executive Committee

Committees of the Board
• Nominating
• Development
• Education

NC HIE Council
• Policy Development
• HIE Tech Operations
• Finance / Administration
• Stakeholder Relations
• Quality of Care / Value

NCHICA Contracts / Projects
• NC HISPC
• NHIN Phase 3
• Meds History / PHR
• NGA State Alliance
• SSA Disability
• CDC Charlotte
• Collab. with CCNC, etc.

NC Consumer Advisory
Council on Health Information
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NCHICA
NC HIE 
COUNCIL

Policy 
Development 
Committee

HIE Technical 
Operations
Committee

Finance & 
Administration

Committee

Stakeholder
Relations

Committee

Quality of Care
& Value

Committee

• Quality 
Initiatives

• Outcomes 
measurement

• Special 
projects

• Finance

• Contracts

• Legal

• Human 

Resources/ 

Staffing

• Business 

development  

• Data use 
• Confidentiality 

and privacy 
policies 

• Data sharing 
agreements

• User 
agreements

• Other

• Consumer 
relations

• Provider 
relations

• Public/Media 
relations

• Technology 
adoption 

• Education & 
outreach

• Marketing

• Architectural  
framework

• Technical 
operations & 
Maintenance

• Data 
management

• Security
• Interoperability 

standards
• Help Desk

Consumer Advisory 
Council on Health 

Information
(CACHI)

Steering Committee 
Contracts & Projects



HIE Development & Technical Operations
DRAFT Charter



Core, Value-Add and Transforming Candidate Initiatives

Potential HIE Initiatives 
in North Carolina                      

(Statewide - "Green" and 
Independent, Community-wide - "Yellow")    

                          
                                                        Years-> � �
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Core, Value-Add and Transforming Candidate Initiatives



Phased design, deploy, and operate schedule for average-
sized HIE  
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A. HIE Governance & Inception
B. HIE Financing Strategy
C. HIE Tech. Design & Legal
1. Core: Sum. Rec. Exchange
2. Core+ Lab Reports/Notifications

3. Core+ Medication History
4. SSA: Clin. Access Authorization
5. Consumer Access Consent Mgmt.
6. Prov. to Prov. Communications

7. PCMH Dashboards & Portals
E. HIE SW/HW Maint. & DR
E. User and Technical Help Desks
E. Hosting Service

Value-Add Initiatives

Planning and Design

Core Initiatives

Operations and User Support

Transforming Initiative

Sustainability
analysis 
by NCHICA and 
IBM, 2008



American Recovery and American Recovery and 
Reinvestment ActReinvestment Act



American Recovery & Reinvestment Act
• $2 B for the Office of the National Coordinator (ONC) 

• $17.2 B in incentives through the Medicare and Medicaid reimbursement systems to 
assist providers in adopting EHRs 

• $4.7 B for the National Telecommunications and Information Administration’s 
Broadband Technology Opportunities Program 

• $2.5 B for the U.S. Department of Agriculture’s Distance Learning, Telemedicine, 
and Broadband Program 

• $1.5 B for construction, renovation, and equipment for health centers through the 
Health Resources and Services Administration 

• $1.1 B for comparative effectiveness research within the Agency for Healthcare 
Research and Quality (AHRQ), National Institutes of Health (NIH), and the 
Department of Health and Human Services (HHS). 

• $85 M for HIT, including telehealth services, within the Indian Health Service 

• $500 M for the Social Security Administration 

• $50 M for information technology within the Veterans Benefits Administration 



NHIN Architecture NHIN Architecture 

Richard Franck, IBM
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Richard Franck, IT Architect

Richard_Franck@us.ibm.com

February 10, 2009
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NHIN 
Service
Registry NHIN 

Service
Registry
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An NHIE is a Health Information Exchange that implements the NHIN Core Services.
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Data Services

• Secure data delivery, and confirmation 
of delivery, to EHRs, PHRs, other 
systems and networks

• Data look - up, retrieval and data 
location registries

• Support for notification of the availability 
of new or updated data

• Subject - data matching capabilities
• Summary patient record exchange
• Data integrity and non-repudiation 

checking
• Audit Logging and error handling for 

data access and exchange
• Support for secondary use of clinical 

data including data provisioning and 
distribution of data transmission 
parameters

• Data anonymization

Consumer Services

• Management of consumer identified 
locations for the storage of their personal 
health records

• Support of consumer information location 
requests and data routing to consumer 
identified personal health records

• Management of consumer-controlled 
providers of care and access permissions 
information

• Management of consumer choices to not 
participate in network services

• Consumer access to audit logging and 
disclosure information for PHR and HIE 
data

• Routing of consumer requests for data 
corrections

User & Subject ID Mgmt Services

• User identity proofing, and/or 
attestation of third party identity 
proofing for those connected 
through that HIE

• User authentication, and/or 
attestation of third party 
authentication for those 
connected through that HIE

• Subject and user identity 
arbitration with like identities from 
other HIEs

• Management of user credentialing 
information (including medical 
credentials as needed to inform 
network roles)

• Support of a HIE-level, non-
redundant methodology for 
managed identities

Management Services

• Management of available capabilities and services information for connected user organizations and other HIEs
• HIE system security including perimeter protection, system management and timely cross – HIE issue resolution
• Temporary and permanent de-authorization of direct and third party users when necessary
• Emergency access capabilities to support appropriate individual and population emergency access needs
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Distilled, for your convenience, into a handy spreadsheet listing every data 
element and structured terminology required to share data with your neighbors!
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This additional information can be conveyed in the same structured format as the 
minimum data set, as defined by HL7 CCD/CDA.
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Each Trial Implementation HIE will implement two of the 
following use cases (decided in collaboration with HHS).
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• IHE = Integrating the Healthcare Enterprise (www.ihe.net)
• An initiative to promote and coordinate the use of established standards through 
the use of technology “profiles”.
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Western NC
Health Network

Coastal Carolinas
Health Alliance

Integrated Delivery
Network HIE

North Carolina HIE
• Statewide patient ID reconciliation
• HIE Capability for “non-aligned” providers
• Connection to NHIN
• Other common services 

Academic Med. 
Center HIE

NHIN

Non-Geographic
HIE

Tiny 
Standalone
practice
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Nationwide Health
Information Network

Hospital
EMRs

Ambulatory
EMRs

Labs

XDS Adapter PIX/PDQ Adapter HL7 Adapter

Subject-ID Management
Proofing, arbitration, lookup

Provider-ID Management
Proofing, credentials, lookup

Data Transformation Services
Format, terminology, de/re-ident

Data Storage, Query &
Retrieval

Access Consent Management
and Enforcement
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and Management
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Resource
Adapter

Resource
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Terminology
Server

Access-Consent
Policy Server

EMPICDA Repository Audit
Repository

Client Adapter Layer

Domain Logic Layer

Data 
Management 
Layer

IBM HSP Solution

InterCommunity Service Bus

Custom Adapter

�:,
��9
�	����	
!�����	��:,
��9
�	����	
!�����	��:,
��9
�	����	
!�����	��:,
��9
�	����	
!�����	�



© 2009 IBM Corporation

IBM Global Business Services

32

������������
���
������������
�	����	�������������
���
������������
�	����	�������������
���
������������
�	����	�������������
���
������������
�	����	�

� !�����	
�
	
�����
���
��	��
��
�	
������	�
�
	�
�	�
���� �	���

�		��� 
��	����	�
����	���
��	
��������	'

2��
	/����	)
* �	�
�����	���
�����
�	
��
�
����	��
* �	�
�����	���
�����
����	���
���
�
��
�
��
�
	
!��� ���
���	
!
�������


#���

��

�������
����
�� 	�
��
�	�	����
�������	�&
* 1	�	����
�����	���
�
	�
�
��
�
	
$�	�	���� 
��%
�
� ������

� 0���
�����
����������
��
	*����
��
�
����	��
��
�
�������
	/ ����

�����'

� 2����	
����������
���
������	)
* �����	/
���	�
���
�
	�
��
�	
������	�
* 4	�
�	����	
���	����	
���
������������
* �������
��
������	
�
	
�����	��
��
�
	
������������



© 2009 IBM Corporation

IBM Global Business Services

33

��!
�	����	
���	����	���!
�	����	
���	����	���!
�	����	
���	����	���!
�	����	
���	����	�

Data Services

IBM NHIN Health Information Service Provider

Consumer Services

User & Subject ID Mgmt Services

Management Services

Data-provider (“producer”)
interfaces

HL7 IHE Web-
Service

Data-Consumer (“consumer”)
interfaces

HL7 IHE Web-
Service

Web
N

H
IN

interface

W
eb-S

ervice

Data Services

NHIE

Consumer Services

User & Subject
ID Mgmt Services

Management Services
XDS
Repository
(remote)

R
em

ot
e

R
ep

os
ito

ry

W
eb

-S
er

vi
ce



© 2009 IBM Corporation

IBM Global Business Services

34

��!
�	��������!
�	��������!
�	��������!
�	������

Security Layers
1) Node-level
Ensures Node is Authenticated & Authorized 
to participate in NHIN environment
Method(s):  Mutual TLS w/certificate 
exchange, WAS Domains & LTPA

2) Network-layer
Enforces exposure and authorized access to 
service-endpoints.
Method(s):  Network (UDP/TCP) and protocol-
specific (SOAP/HTTP) firewalls, Reverse-
Proxy

3) Transport -level
Protects (a) data-privacy and (b) data-integrity  
in transit.
Method(s):  (a) VPN, Encryption/SSL/HTTPS, 
Mutual TLS and (b) Digital Signing

4) Application -level
Protects access to function/NHIN services 
through user-level Authentication and 
Authorization.
Method(s):  J2EE Security, Tivoli Access 
Manager, native

5) Web Service & HTTP Security
Protects access to Web Services and other 
HTTP services.
Method(s):  Web Service & HTTP security 
gateways.  *WS-Security & *WS-Trust for 
distributed enforcement.

6) Access-Consent
Protects access to Patient data/documents 
based on access policies dictated by Patient.
Method(s): Policy Server & Resource 
Manager model.
*WS-Policy for distributed enforcement.

7) Non-repudiation
Ensures an entity publishing cannot repudiate 
publication of data.
Method(s):  Digital Signing-Encryption-Digital 
Signing using PKI

Data Access-layer

Domain-layer

Node 2

Component 2

Node 3

Presentation-layer
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Application
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Pool

Node 5Node 4
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NHIN Client organization

Firewall Reverse Proxy Firewall

WAN/
Extranet/
Internet EMR

(or other integrated
3rd-party applications)

VPN

HTTP security SOAP security

3rd-party service
(eg.Access-Consent
Policy Management)

3rd-party service
(eg.ID-Proofing/
Credentialingt)

3rd-party service
(eg.Terminology Mapping)

Service provider
(eg XDS Repository)

Service provider
(eg XDS Registry)

3rd-party service
(eg.eMPI/PIX)

Component 5 Component 6 Component 7 Component 8
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Authentication &
Authorization Services

TAM

TFIM

LDAP

HSP Security

Security Layers
1) Node level: Mutual 

TLS with certificate
2) Network layer:

Network and 
protocol-specific 
firewalls, reverse 
proxy

3) Transport level: 
VPN Encryption, 
SSL, HTTPS, Mutual 
TLS, Digital 
Signatures 

4) Application level: 
J2EE Security, Tivoli 
Access Manager

5) Web Service & 
HTTP Security:
*WS-Security & *WS-
Trust for distributed 
enforcement

6) Access Consent:
Policy Server and 
Resource Manager 
model; *WS-Policy 
for distributed 
enforcement

7) Non-repudiation:
Digital signature-
Encryption-Digital 
Signature using PKI.
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Software is deployed in support of two clients for a “Trial Implementation”.  
Pending extension to base contract anticipates movi ng into production.
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Action ItemsAction Items
• Sub-team to update Draft Charter
• Leadership
• Define Responsibilities and Deliverables
• Set next meeting & schedule

– Facilitation?

– Twice monthly?

39



Action Action Items Items Technical Architecture for NC HIETechnical Architecture for NC HIE

• NC HIE with subordinate regional or non-geographical HIEs as well as 
Person-Centered HIE (MS HealthVault & Google Health) Gateways
– Capabilities and Responsibilities of the NC HIE
– Capabilities and Responsibilities of regional HIEs
– Interfaces between NC HIE and regional HIEs based on NHIN standards

• Patient Identity Management architecture 
– How Patient Identity requests flow between regional HIEs, NC HIE, and NHIN.

• Document Location Management
– How regional HIEs find and retrieve documents on NC HIE or other regional 

HIEs.
– How non-document based HIEs can participate as a regional HIE.

• “Push” Architecture
– Prospects for “push” of transactions
– Labs, Radiology, other service providers need

(continued on next page)
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Action Action Items Items Technical Architecture for NC HIETechnical Architecture for NC HIE

• Notification requirements
– How a provider can request to be notified about new documents meeting 

certain criteria
– Modalities for notification (e-mail, Web Service, Web Service that includes the 

new document)
– How Access Consent permissions interact with document notifications

• User ID management
– Use of SAML as a means for achieving “portable trust”
– Provider Search capability
– Identity proofing and validation

• Access Consent Management
– Definition of dimensions that access consent may be applied against
– Regional HIE autonomy for access consent
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Action Action Items Items Operations Plan for Operations Plan for NC NC HIEHIE

• Patient Identity queries
– patient matching algorithms and thresholds

– managing ambiguous Patient Identity queries

• User ID management
• Operations implications of Privacy and Security Policies

– Access Consent Management

– User Identity proofing and validation

– Audit Record creation

• Audit Procedures
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Action Action Items Items Outreach Plan for Outreach Plan for NC NC HIEHIE

• Content specifications
– Patient Summary Record (CCD)

– Lab Report documents

– other?

• Technical Interface Summary template (this is the vehicle for 
communicating data requirements for an HIE and a members 
ability to comply with those requirements)

• Provider integration models and options
– location of Clinical Documents

– Interface options

– toolkits and services to assist connecting to the HIE

– Terminology mapping services

43



Membership / Recruiting / Membership / Recruiting / 
Leadership / Update CharterLeadership / Update Charter



Thank youThank you
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Reference LinksReference Links
American Recovery and Reinvestment Act

www.thomas.doc.gov (Search on Bill No. HR 1)

http://www.himss.org/EconomicStimulus/

Nationwide Health Information Network (NHIN) Trial Implementations
www.hhs.gov/healthit/healthnetwork/trial/

Web links for AHIC use cases
www.hhs.gov/healthit/usecases/

Certification Commission for Healthcare Information  Technology
www.cchit.org/

Healthcare Information Security & Privacy Collabora tion
www.nchica.org/NCHISPC/intro.htm

Health Information Technology Standards Panel
www.ansi.org/hitsp/

National Governors Association
www.nga.org/center/ehealth/

State-level HIE Consensus Project
www.staterhio.org


