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AGENDA
Start Topic Discussion Leader
3:00 Welcome and Introductions Ron Mitchell
Mary Jo Nimmo
3:10 Introduce Draft Charter Holt Anderson
3:20 American Recover & Reinvestment Act Andrew Weniger
3:40 Review of NY Statewide Health Info Rachel Block / Lee
Network Architecture Process Jones / Tim Andrews
4:00 Overview of NHIN Architecture & Richard Franck
Operating Procedures
4:30 Membership / Recruiting / All
Leadership / Charter
4:45 Action ltems All
5:00 Adjourn
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NCHICA Board of Directors

NCHICA Executive Committee

NCHICA Contracts / Projects : Committees of the Board
- NC HISPC : » Nominating
 NHIN Phase 3 . » Development
* Meds HiStOI‘_V/PHR """"" E e Education
* NGA State Alliance .
» SSA Disability
» CDC Charlotte
* Collab. with CCNC, etc.
: NC HIE Council
_ __________ * Policy Development
‘  HIE Devel / Tech Operations
NC Consumer Advisory |........ - » Finance / Administration
Council on Health Information - Stakeholder Relations

* Quality of Care / Value
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Consumer Advisory
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Patient Origin for North Carolina Residents and Hospitals

Inpatient Discharges by County of Residence and Hospital
Residents Discharged from North Carolina Hospitals: October 1, 2005 to September 30, 2006

Shor-Tarm General Hospitals
by Mumber of Ir-County Discharges
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Core, Value-Add and Transforming Candidate Initiatives
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Phased design, deploy, and operate schedule for average-
sized HIE

Z

A. HIE Governance & Inception

B. HIE Financing Strategy

C. HIE Tech. Design & Legal

1. Core: Sum. Rec. Exchange

2. Core+ Lab Reports/Notifications
3. Core+ Medication History

4. SSA: Clin. Access Authorization

5. Gonsumer Access Gonsent Mgmt.

6. Prov. to Prov. Communications
7. PCMH Dashboards & Portals
E. HIE SW/HW Maint. & DR

E. User and Technical Help Desks
E. Hosting Service

J> Planning

and Design

>ore Initiativ

es

\

2008

2009

2011

~ Value-Add Initiatives

1 I T |
*

Operations and User S ort ‘
f
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2010

2012 Y,

Sustainability
analysis

by NCHICA and
1BM, 2008
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American Recovery & Reinvestment Act

 House - $20.2 billion
— $2 billion for ONC

— $18 billion incentives through Medicare &
Medicaid

e Senate - $19.1 billion

— $3 billion for ONC

— Planning and Implementation Grants
 Qualified State Designated Entity
« Matching Funding Requirements
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Draft Stimulus & Finance

« American Recovery & Reinvestment Act
— HIT Regional Extension Centers
— $300 million to support regional/sub-national HIE
— EHR Loan programs - competition
— Develop HIT professionals
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Statewide Health Information
Network for New York

Architecture Process

Rachel Block
Lee Jones & Tim Andrews
NY eHealth Collaborative

www.nyehealth.org o @i
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w®Hah  The Statewide Collaboration Process [Pl

Statewide Health Information Network for New York

{SHIN-NY) Technical Architecture Overview
V1.0 - DRAFT

Mowvarmbsr 3, 2008

« http://www.nyehealth.org/files/File Repository16/pdf/SHIN-
NY TechArch 20081125.pdf
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NHIN Architecture

Richard Franck, IBM




IBM Global Business Services

Nationwide Health Information Network
Architecture and Standards

Technical Architecture
1'.'-. F ‘ 1
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Richard Franck, IT Architect
Richard Franck@us.ibm.com
February 10, 2009
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NHIN “Network of Networks”

Health Bank or Community
PHR Support Organization Health Centers

Communlty#1 I@!&
mN

Common “Dial Tone” & “Chain of Trust” among NHIEs
Enabled by Governance Structure & DURSA

Integrated -

Delivery System n ﬂ PH

Community #2

eeeees 1 he Internet

Standards, Specifications and Agreements ' 18
for Secure Connections



IBM Global Business Services

NHIN Core Services

* |[dentified by Gartner in report reviewing NHIN
Prototype Architectures Project (“Phase 1”).

°® Divided into four categories:
- Data Services
- Consumer Services

- User and Subject Identity Management Services
- Management Services

® Trial implementations are required to implement the
NHIN Core Services, including the exchange of
summary patient records

An NHIE is a Health Information Exchange that implements the NHIN Core Services.

19 © 2009 IBM Corporation



IBM Global Business Services

Secure data delivery, and confirmation
of delivery, to EHRs, PHRs, other
systems and networks

Data look - up, retrieval and data
location registries

Support for notification of the availability
of new or updated data

Subject - data matching capabilities
Summary patient record exchange
Data integrity and non-repudiation
checking

Audit Logging and error handling for
data access and exchange

Support for secondary use of clinical
data including data provisioning and
distribution of data transmission
parameters

Data anonymization

NHIN Core Services (as defined by ONC)

umer Services

Management of consumer identified
locations for the storage of their personal
health records

Support of consumer information location
requests and data routing to consumer
identified personal health records
Management of consumer-controlled
providers of care and access permissions
information

Management of consumer choices to not
participate in network services
Consumer access to audit logging and
disclosure information for PHR and HIE
data

Routing of consumer requests for data
corrections

User identity proofing, and/or
attestation of third party identity
proofing for those connected
through that HIE

User authentication, and/or
attestation of third party
authentication for those
connected through that HIE
Subject and user identity
arbitration with like identities from
other HIEs

Management of user credentialing
information (including medical
credentials as needed to inform
network roles)

Support of a HIE-level, non-
redundant methodology for
managed identities

Management of available capabilities and services information for connected user organizations and other HIEs

HIE system security including perimeter protection, system management and timely cross — HIE issue resolution
Temporary and permanent de-authorization of direct and third party users when necessary
Emergency access capabilities to support appropriate individual and population emergency access needs

20
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IBM Global Business Services

Interface Specification References Standards Description
Foundational Specifications
Messaging Platform SOAP/WSDL/WS- Provide secure messaging services for all communications between NHIN-
Addressing/WS-Security enabled health organizations
Authorization Framework SAML Articulate the justification for requesting patient medical information
Protocol Specifications
Subject Discovery PIXv3 Services for locating patients based on demographic information
Queryfor Documents IHE XCA Ic_)?zit:r;tcaﬁg:igocu ments associated with a specific patient that conform to a set
Retrieve Documents IHE XCA Retrieve specific requested documents associated with a patient
QueryAudit Log IHE ATNA tgﬁ;ﬁ?::it;;er:ii?z?;tr;?:lth information and make this log available to
Authorized Case Follow-Up PIXv3 Provide authorization to obtain patient identity for case investigation purposes

Health Information Event
Messaging

WS-BaseNotification

Provide a publish/subscribe capability for ongoing feeds of data between NHIN-
enabled health organizations

Registry servers that enables NHIN-enabled health organizations to discover the

NHIE Service Registry uDDI existence and connection information for other NHIN-enabled health
organizations

Content Specifications
ST HL7 CDA/CCD Content specification for patient summary records and other use cases.
Document
Lab Document HL7 CDA/IHE Lab Content specification for lab results
Consumer Preferences XACML Enable consumers to specify with whom they wish to share their electronic health
Profile information

21
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IBM Global Business Services

Patient Summary Record Content Specification

® A structured summary patient record which can be used for
lookup and retrieval

®* Minimum data set for the Emergency Responder-EHR use case
® Summary patient record for other purposes, for example
discharge summaries, referrals, Medications, Personal Health
Records, etc.
® Based on (in increasing level of specificity):
- HL7 Clinical Document Architecture

- HL7 Continuity of Care Document (derived from ASTM CCR)
- HITSP Summary Documents specification (“C327)

Distilled, for your convenience, into a handy spreadsheet listing every data
element and structured terminology required to share data with your neighbors!

22 © 2009 IBM Corporation



IBM Global Business Services

Patient Summary Record Minimum data set

* A set of basic requirements sufficient for a clinician responding to a patient
in an emergency situation, expressed in a computable format
® Six modules from CCD:
- Personal Information module
Support (contact info.) module
Allergies/Drug Sensitivities module
Conditions (problem list) module
Medications module
Information Source module

23 © 2009 IBM Corporation



IBM Global Business Services

Beyond the Minimum Data Set

® Personal Information ®* Immunizations

® Support (next-of-kin, et. al.) * Vital signs

®* Medications ® Results

® Allergies ®* Encounters

® Conditions ® Procedures

® Information source ® Functional Status

* Language ® Family History

® Healthcare provider ® Social History

® Insurance ® Medical Equipment
* Pregnancy ® Plan of Care

®* Advance directives

This additional information can be conveyed in the same structured format as the
minimum data set, as defined by HL7 CCD/CDA.

24 © 2009 IBM Corporation



IBM Global Business Services

ONC NHIN Trial Implementation Use Cases

Each Trial Implementation HIE will implement two of the
following use cases (decided in collaboration with HHS).

1.

00 N O O1hE W

Medication Management

Quality Management

EHR Lab Results Reporting

Consumer Empowerment - Access to Clinical Information
Consumer Empowerment - Registration and Med History-PHR
Emergency Responder

Biosurveillance

. Social Security Administration / Disability Determination

25 © 2009 IBM Corporation



IBM Global Business Services

Introduction to Document Sharing

*® Inside a hospital (and in some Health Information Exchanges),
systems communicate using HL7 messages
- Each HL7 message corresponds to an “event” that occurred to the patient
or in the patient’s electronic record.
* Documents attempt to encapsulate data at a somewhat higher
level, incorporating one or more events.

- A document attempts to represent some “encounter” with the healthcare
system, or to represent something about the current status of the patient.
- Examples:
* Qutpatient visit summary
* Acute Care Discharge Summary
* Current Allergies and Medications
* Set of Lab Results

26 © 2009 IBM Corporation



IBM Global Business Services

IHE Cross-Enterprise Document Sharing (XDS)

Patient Identity Source

Patient Identity Feed [ITI-£] -

Query Fegistry

[ITI-16] «
Document Registoy Document Consumer
s .|

Pegisty Stored Query
[ITI-18] «

T Register
Document Set[ITI-14]

T

» IHE = Integrating the Healthcare Enterprise (www.ihe.net)
 An initiative to promote and coordinate the use of established standards through
the use of technology ‘profiles”.

Fetreve Document
[ITI-17] «

Prowvide & Fegister
Document Se[ITI-15] —

27 © 2009 IBM Corporation



IBM Global Business Services

What is a Clinical Document?
® Content profiles defined by HL7 and IHE:

- Continuity of Care Document

Personal Health Record

Preprocedure History and Physical

Antepartum Summary

Emergency Department Encounter Summary
Functional Status Assessment

Laboratory Results
Scanned Documents

28 © 2009 IBM Corporation



IBM Global Business Services

“Generic” Document-based HIE

[ ————————
Documen \ ,'
Reposito

HL7 CDA

- = =

=T T Y . RN
1 Patient /d§tlt§ Manager

Community’,

Document 1 _

EHR System

\—| Community Hospital |—)

R itory i
epository Documenit |
Iy Registry '\ 1
1, M
__________ e
1
_______ 7
~
1
Register Document :
Query Document I
|
Retrieve Document |
N

| HIE Community Hub |
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Document |
Reposn‘ory.

EHR System

\

1 Provide &
| Register
I Document

\—| Teaching Hospital |—/
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IBM Global Business Services

NHIN Trial Implementation Architecture

q

-/

\

@MEDVIRGI

IBM Hosted Solution
<>

W?P-

aoelidjul NIHN

¢

Document Document
Repository ~ Registry™

y g 100F HL7 v2 Adapters' PIX/PDQ MPI* ' Data Transforms'
1. 2l H | ATNA Auditing || Document I Terminology |
_c _ XDS Search/Retrieve
j _F Document

el Portal | Patient Consent' Biosurveillance I
Repositorie
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IBM Global Business Services

A potential model for the NC HIE

Physician

- Practice
Integrated Deliver Academic Med. ‘
Network HIE Center HIE

Western NC

Health Network T’

Coastal Carolinas

Non-Geographit Health Alliance

HIE

31 © 2009 IBM Corporation



IBM Global Business Services

Provider Options: Location of Documents

® Option 1:

Implement a Document Repository within the provider’s
organization, and provide access to other authorized HIE users,
consistent with patient access consent directives maintained by
the HIE.

® Option 2:

Store Clinical Documents in a “Community Document
Repository” located in the hosting center of the HIE. Access to
documents is still restricted to authorized users and further
restricted by patient access consent directives, if present.

32 © 2009 IBM Corporation



IBM Global Business Services

Provider Options: Creation of Documents
® Option 1:

Utilize an EMR system that is compliant with the IHE Document
Source profile to create Clinical Documents.

® Option 2:

Utilize the IBM HL7-CDA Gateway to convert HL7 messages to
CDA documents, which is a less precise way of creating Clinical

Documents with the appropriate level of detail for sharing in an
HIE.

® Option 3:

Custom development could be used to create documents from

data in an EMR system or Clinical Data Repository that does not

implement the IHE document-sharing profile. IBM can provide a
Java toolkit to assist in this task.

33 © 2009 IBM Corporation



IBM Global Business Services

Provider Options: Viewing of Documents

® Option 1:

Utilize an EMR system that is compliant with the IHE Document
Consumer profile to query and view Clinical Documents.
(Potentially the EMR system could “import” these documents
into the EMR’s data repository for future access.)

® Option 2:

Use a web-based viewer provided by IBM and hosted by the HIE
to query and view Clinical Documents.

® Option 3:

Custom development could be used to integrate the capability to

guery and view documents with an existing EMR system. IBM
can provide a Java toolkit to assist in this task.

34 © 2009 IBM Corporation



IBM Global Business Services

IBM HIE Service Provider Solution
(“HSP Solution™) - details for next meeting

35 © 2009 IBM Corporation



IBM Global Business Services

IBM Hosted Solution Conceptual Architecture

Adapter and Web
Interface layer

NHIN
Interface Service

Security, Authorization, Access Control

* Protocol adapters

» Web interfaces

» HIE-to-HIE interfaces using NHIN
standards

» HIE core services implemented as
EJBs

* Protocol and Content independent
« Scalability leveraging WebSphere
Application Server Network
Deployment

» Plugable resource adapters using

J2C

» Supports hybrid model for location
of clinical data (local and/or remote

repositories)

© 2009 IBM Corporation



IBM Global Business Services

HSP Service Interfaces

M [ ]

X

IN Health Information Service P

Services

umer Services

& Subject ID Mgmt Se

gement Services

ta Services

nsumer Service

er & Subject
Mgmt Services

nagement Servi
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Security Layers

1) Node level: Mutual
TLS with certificate

2) Network layer:
Network and
protocol-specific
firewalls, reverse
proxy

3) Transport level:
VPN Encryption,
SSL, HTTPS, Mutual
TLS, Digital
Signatures

4) Application level:
J2EE Security, Tivoli
Access Manager

5) Web Service &
HTTP Security:
*WS-Security & *WS-
Trust for distributed
enforcement

6) Access Consent:
Policy Server and
Resource Manager
model; *WS-Policy
for distributed
enforcement

7) Non-repudiation:

Digital signature-

Encryption-Digital

Signature using PKI.

IBM Global Business Services

o, O o HSP Securlty

9 N -

HTTP security SOAP security

Presentation-layer

NV
Authentication &
Authorization Services

EMR
(or other integrated
3"-party applications)

Component 4

Inter-Community Bus

NHIN Infrastructure & Core Services

Component 5

Component 6°
[ ]

g N § g
...... : §
Q

Service provider ; Service provider 3 party service 3% party service grd. -party service

(eg XDS Repository) i (eg XDS Registry) (eg.eMPI/PIX) (eg.ID- PrOOfmg/ (eg.Access-Consent (eg.Terminology Mapping)

|

3“_party service

© 2009 IBM Corporation



IBM Global Business Services

IBM HIE Service Provider Solution (“HSP Solution™)

* An IBM-hosted solution for Health Information Exchange.

* IBM-developed software:

- Document Repository and Document Query service
Client EMR/PHR Interface Adapters for HL7, IHE, Web Services
Prototype User Interface for user/provider administration
Subscription and Messaging
Audit Logging and Query
Access Consent enforcement
Interface to other exchanges through NHIN
® Interfaces to Third-party software for:

- Patient ID cross-referencing (MPI)

- Healthcare Terminology management

- Access Consent policy management

- Physician credentialing

Software is deployed in support of two clients for a “Trial Inplementation”.
Pending extension to base contract anticipates moving into production.

39 © 2009 IBM Corporation



IBM Global Business Services

Hardware

* IBM xSeries model 7978 - Dual Core Intel Xeon processor
- (evaluating migration to IBM Blade Center platform)

* IBM TotalStorage SAN32B-2 Express Model
* DS4200 Express SAN Storage
® Cisco 3150 VPN Concentrator

40 © 2009 IBM Corporation
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IBM Global Business Services

IBM Software

* WebSphere Application Server ND

IBM NHIN document registry, document repository, and audit server
IBM Adapters for IHE, HL7, NCPDP (future), and Web Services

IBM Hosted Solution for NHIN software

Web-based applications for user management, consent management,
document access, messaging, audit log query, etc.

* IBM WebSphere MQ
* DB2 Universal Database Enterprise Edition

® Tivoli Access Manager

41 © 2009 IBM Corporation



IBM Global Business Services

Other Vendor Software

° Initiate Patient™ family of software

- Patient Identity Management
- PIX and PDQ Interfaces

® Apelon Distributed Terminology Service
- Terminology Management

* INTERFACEWARE Chameleon
- HL7 parsing toolkit

®* Health Market Science
- On-line transaction service for Provider lookup and Provider enrollment

® SureScripts (future)
- On-line transaction service for medication history and e-prescribing

42 © 2009 IBM Corporation



IBM Global Business Services

IBM’s NHIN Architecture

Web-Based Administrative
. custom Ul / Interface Portal
LALLL LALLL
Client-Interface
Adapter ’

(Intfra) . ommirnme JSAecasse B

Domain Logic Layer Security (Authentication, Authorization, Web Service)

[ | Data Acquisition “Subject” (Patient)
3 Validation D aanao=Ent L1 Registration, Mgt
Service & Query Mgt
Portlet Console

“Producer”
Registration & Mgt
Portlet

[ |Metadata Extraction
Mgt & Query
L___Iservice

[ ] De/Re-identification
& Anonymization
L] service

Client Messaging
Service

“Consumer”
Registration & Mgt

[ ] Access-Consent

“Object” Storage
Policy Mgmt

& Retrieval

[~ ] Terminology

Notification & Execution

Service

(sueaqui) XInIr

Event Logging
Service

L___| Record Locator
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Registry Repository Repository eMPI Logging Access Terminology ID-Proofing Authentica
J2c J2c J2c J2c J2c Consent J2c J tion
Resource Resource Resource Resource Resource J2c Resource Resource J2c
Adapter Adapter Adapter Adapter Adapter Resource Adapter Adapter Resource .mmmmm:n‘ra.\ _.,
(native) (native) (XDS) (PIX) (ATNA) Adapter (Apelon) (HMS) Adapter

(HIPAAT) (LDAP)

5
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MetaData  Repository Patient ID Audit Access-Consent Terminology Rules  LDAP
Registry (RLS)  (central) Cross-matching (ATNA)  Policy Mgmt Server Engine Directory I [
r (PIX/PDQ) Server NHIE
| Organization X } ) Configuration
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Membership / Recruiting /
Leadership / Update Charter
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Action ltems

« Sub-team to update Draft Charter
« Leadership
« Define Responsibilities and Deliverables

« Set next meeting & schedule

— Dependent on Stimulus
« February 23, 24t 26th?

— Facilitation?

— Twice monthly?
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Thank you




