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COLLABORATION





	Consent 2 – Policy Options  Collaborative
Task Group Form 1
CONSENT OPTION ANALYSIS 

 


	COMMITTEE:
	
	DATE:
	

	SCENARIO THREE:
	REPORTABLE DISEASE: For this scenario, the patient would be providing permission to allow his health information to be shared between the patient’s primary care physician and (1) a clinical laboratory and (2) a public health department.  The health information includes records pertaining to the patient’s HIV infections.  The analysis will examine how the consent options will affect quality of care, the business processes of the clinicians, public trust in the HIE network, the patient’s right to privacy and legal liabilities of all parties involved.

	ASSUMPTIONS:
	The scenario involves several “send and receive” HIE pathways between “requesting” clinicians and “consulting” clinicians.  The scenarios include the electronic exchange of information needed to verify eligibility and authorization for services.  The purpose of the health information exchange is for treatment.  The scenarios do not involve information held in a PHR.


	INSTRUCTIONS:
	List the most significant pros and cons with respect to the impact each of the five (5) consent options is likely to have on each of the issues listed in the far left column.  If addressing each instance of information exchange within each scenario becomes too repetitive, please focus on the exchanges of information that require "special" scrutiny under the law (i.e., minors' information, mental health treatment records, sensitive communicable disease reporting, etc.).  


	BACKGROUND:
	Currently consent is not required under HIPAA for sharing information for purposes of treatment.  However, other laws may require some level of consent in order to exchange health information relating to HIV infection, mental health, genetics, drug and alcohol abuse, minors, and sexually transmitted diseases.




NO CHOICE: Patient’s records are automatically placed into the HIE system, regardless of patient preferences.  This alternative assumes that all records of patients of participating entities will be available to the system.  It also assumes that information in the system is available for purposes of treatment.
	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  

· Patient wants effective treatment balanced with protection against unauthorized access to their health information;

· Provider wants to deliver effective treatment in the most timely and efficient way;
	· Maximum access to needed information should improve quality of care and decrease risk of harm due to errors;
· Others:
	· No choice over who may use and exchange records may deter consumers from accessing health care providers;
· Others:

	BUSINESS PRACTICE IMPACT: 
· Providers want HIE system that minimizes changes in work flow; minimizes investments in technology; decreases paperwork and administrative burdens;
	Physician:
· Maximizes ease and efficiency of sharing health information that supports referral to clinical lab.
· Others:
Laboratory:

· Maximizes ease and efficiency of responding to request for lab test and sharing of results;
· Others:

Public Health Department:


	Physician:
· Maximizes burden to assure patients that their health information is protected from unauthorized use;
· Others:

Laboratory:
· Maximizes burden to assure patients that their health information is protected from unauthorized use;
· Others:
Public Health Department:

	PUBLIC CONFIDENCE/TRUST IN HIE:

· Patients want to be informed about the policies and practices of the HIE and to trust that the HIE will abide by principles that limit the use and disclosure of their health information, and will comply with laws, regulations, standards and policies that protect patients’ health information.
· Provider wants other providers participating in the HIE to safeguard information and share information that is accurate, complete and relevant to the purpose for which it is to be used. 
	· Perception of public trust is dependent on the establishment and maintenance  of trust relationships with patients and among participating providers;
· Others:
	· Perceptions regarding lack of privacy lead to low trust levels;

· Others:

	HEALTH CARE COST AVOIDANCE: 
· Providers and patients want less paper work; improved communication; reduced duplicative tests; and increased accuracy and effectiveness.
	· Minimizes duplicative tests;
· Others:
	· If patient avoids seeking health care due to limited rights to privacy concerns, the patient’s health status may deteriorate, leading to higher costs.  

· Others:

	RISKS/THREATS TO RIGHT TO PATIENT PRIVACY:
	· None.
	· No choice results in a maximum perceived threat to patients’ right to privacy;

· Others:

	LIABILITY AND LAWS:
	
	


OPT OUT: Patient’s health information is automatically placed into the HIE system and exchange is allowed for sharing health information without the patient’s prior permission.   The patient’s information remains in the system and is available for electronic exchange unless and until the patient chooses to opt-out of participation in the HIE and revokes permissions.  
	ISSUE
	PROS
	CONS

	QUALITY OF CARE: 
· Patient wants effective treatment balanced with protection against unauthorized access to their health information;

· Provider wants to deliver effective treatment in the most timely and efficient way
	
	

	BUSINESS PRACTICE IMPACT:

· Providers want HIE system that minimizes changes in work flow; minimizes investments in technology; decreases paperwork and administrative burdens
	
	

	
PUBLIC CONFIDENCE/TRUST IN HIE:

· Patients want to be informed about the policies and practices of the HIE and to trust that the HIE will abide by principles that limit the use and disclosure of their health information, and will comply with laws, regulations, standards and policies that protect patients’ health information.

· Provider wants other providers participating in the HIE to safeguard information and share information that is accurate, complete and relevant to the purpose for which it is to be used
	
	

	HEALTH CARE COST AVOIDANCE:

· Providers and patients want less paper work; improved communication; reduced duplicative tests; and increased accuracy and effectiveness
	
	

	RISKS/THREATS TO RIGHT TO PATIENT PRIVACY:
	
	

	LIABILITY AND LAWS:
	
	


OPT OUT WITH EXCEPTIONS:  Patient’s health information is automatically placed into the HIE system and exchange is allowed for sharing of health information without the patient’s prior permission.  The patient’s information remains available for electronic exchange until the patient chooses to opt-out of participation in the HIE and revokes permissions.   Patients may specify (i) to whom health information may not be disclosed; (ii) for what purposes health information may not be disclosed, and/or (iii) what specific health information may not be disclosed. 

	ISSUE
	PROS
	CONS

	QUALITY OF CARE:
· Patient wants effective treatment balanced with protection against unauthorized access to their health information;

· Provider wants to deliver effective treatment in the most timely and efficient way  
	
	

	BUSINESS PRACTICE IMPACT:

· Providers want HIE system that minimizes changes in work flow; minimizes investments in technology; decreases paperwork and administrative burdens
	
	

	
PUBLIC CONFIDENCE/TRUST IN HIE:

· Patients want to be informed about the policies and practices of the HIE and to trust that the HIE will abide by principles that limit the use and disclosure of their health information, and will comply with laws, regulations, standards and policies that protect patients’ health information.

· Provider wants other providers participating in the HIE to safeguard information and share information that is accurate, complete and relevant to the purpose for which it is to be used
	
	

	HEALTH CARE COST AVOIDANCE:

· Providers and patients want less paper work; improved communication; reduced duplicative tests; and increased accuracy and effectiveness
	
	

	RISKS/THREATS TO RIGHT TO PATIENT PRIVACY:
	
	

	LIABILITY AND LAWS:
	
	


OPT IN:  (Unless Otherwise Required by Law):  Patient’s health information is not automatically placed into the HIE system, and exchange of health information is not allowed, without the patient’s prior permission.   This alternative assumes fewer records will be available to the system.  

	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  

· Patient wants effective treatment balanced with protection against unauthorized access to their health information;

· Provider wants to deliver effective treatment in the most timely and efficient way
	
	

	BUSINESS PRACTICE IMPACT:

· Providers want HIE system that minimizes changes in work flow; minimizes investments in technology; decreases paperwork and administrative burdens
	
	

	
PUBLIC CONFIDENCE/TRUST IN HIE:

· Patients want to be informed about the policies and practices of the HIE and to trust that the HIE will abide by principles that limit the use and disclosure of their health information, and will comply with laws, regulations, standards and policies that protect patients’ health information.

· Provider wants other providers participating in the HIE to safeguard information and share information that is accurate, complete and relevant to the purpose for which it is to be used
	
	

	HEALTH CARE COST AVOIDANCE:

· Providers and patients want less paper work; improved communication; reduced duplicative tests; and increased accuracy and effectiveness
	
	

	RISKS/THREATS TO THE RIGHT TO PATIENT PRIVACY:
	
	

	LIABILITIES AND LAWS:
	
	


OPT IN WITH RESTRICTIONS:   Patients’ health information is not automatically placed into the HIE system, and exchange of health information is not allowed, without the patient’s prior permission.  This option also allows patients to restrict (i) to whom health information may be disclosed, (ii) the purpose of the disclosure, and/or (iii) what specific health information may be disclosed. 
	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  

· Patient wants effective treatment balanced with protection against unauthorized access to their health information;

· Provider wants to deliver effective treatment in the most timely and efficient way
	
	

	BUSINESS PRACTICE IMPACT:

· Providers want HIE system that minimizes changes in work flow; minimizes investments in technology; decreases paperwork and administrative burdens
	
	

	
PUBLIC CONFIDENCE/TRUST IN HIE:

· Patients want to be informed about the policies and practices of the HIE and to trust that the HIE will abide by principles that limit the use and disclosure of their health information, and will comply with laws, regulations, standards and policies that protect patients’ health information.

· Provider wants other providers participating in the HIE to safeguard information and share information that is accurate, complete and relevant to the purpose for which it is to be used
	
	

	HEALTH CARE COST AVOIDANCE:
· Providers and patients want less paper work; improved communication; reduced duplicative tests; and increased accuracy and effectiveness
	
	

	RISKS/THREATS TO THE RIGHT TO PATIENT PRIVACY:
	
	

	LIABILITY AND LAWS:
	
	


Created by CALIFORNIA PRIVACY AND SECURITY ADVISORY BOARD

[image: image1]