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COLLABORATION





	Consent 2 – Policy Options  Collaborative
Task Group Form 1
CONSENT OPTION ANALYSIS 

 


	COMMITTEE:
	
	DATE:
	Up to September 24, 2008

	SCENARIO ONE :
	LABORATORY INFORMATION EXCHANGE:  For this scenario, the patient would be providing permission to allow his or her health information, including laboratory results, to be shared between the primary care physician and a clinical laboratory through a health information network.   The exchange does not include sharing of sensitive health information.  The analysis will examine how the consent options will affect quality of care, the business processes of the clinicians, public trust in the HIE network, the patient’s right to privacy and legal liabilities of all parties involved.

	ASSUMPTIONS:
	· The scenario involves two “send and receive” HIE pathways between the requesting primary care physician and the consulting clinical laboratory.  The lab result is put in the patient’s EHR, which is sharable with other providers who have a treatment relationship with the patient.
· The scenarios include the electronic exchange of information needed to verify eligibility and authorization for services.    
· The purpose of the health information exchange is for treatment.  The scenarios do not involve information held in a PHR.  
· The treating physician and clinical laboratory may have an electronic exchange relationship without being a participant in the HIE

· The requesting clinician and the referring clinician strive to comply with the HIE privacy principles.



	INSTRUCTIONS:
	List the most significant pros and cons with respect to the impact each of the consent policy options is likely to have on each of the issues listed in the far left column.   


	BACKGROUND:
	Patient consent is not required under HIPAA for sharing laboratory results among health care providers for purposes of treatment.  However, other laws may affect the ability to exchange health information that includes records relating to HIV infection, mental health, genetics, drug and alcohol, minors, and sexually transmitted diseases.




NO CHOICE: Patient’s records are automatically placed into the HIE system, regardless of patient preferences.  This alternative assumes that all records of patients of participating entities will be available to the system.  
	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  

· Consumer wants effective treatment balanced with protection of his or her health information
· Physician wants access to accurate and complete records to make informed decisions and provide cost effective treatment – 

· More volume of records available for sharing does not necessarily mean that providers will make better decisions – potential for confusion and irrelevant information – e.g., high volume of lab records could lead to errors due to differing lab calibration standards
· Laboratory wants to efficiently perform tests and provide accurate results in the most cost effective way
· Quality of care in this scenario is measured by the availability of the patient’s medical history relevant to the lab test requested and that the ordering physician and perhaps, the lab, is able to compare the results of the test with the results of previous tests.
	· High quality of care due to maximum participation (thus maximum volume of records available to provider and lab) to insure accuracy and completeness of records and access to needed information

	· No choice over collection and use of health information may deter consumers from seeking health care;
· Maximum participation and maximum availability of records does not necessarily mean less duplication of lab tests 

· High volume of available records increase risk of a breach that affects quality of care



	BUSINESS PRACTICE IMPACT: 
· Providers want HIE systems to improve business processes by reducing redundancy, paperwork, and reimbursement turnaround time
· Providers will avoid adopting consent options that require secondary processes to accommodate patient choice 
	· Least complex consent option
· Most efficient  in terms of business practice
· Least need for consumer education 

	· Maximum burden with respect to safeguarding records due Maximum participation and volume of records
· Need for secondary business process to protect information that requires consent under state and federal law

· Highest risk of losing patients because highest volume of records that are readily available to other providers


	PUBLIC CONFIDENCE/TRUST IN HIE:

· Patients want transparency and respect for their privacy.  They want to be informed about the policies and practices of the HIE and be assured that the HIO or HIE stakeholders will abide by principles that limit the use and disclosure of their health information, and will comply with laws, regulations, standards and policies that protect the consumer’s health information.
· Provider wants other providers that are electronically exchanging health information to safeguard the information and only share information that is accurate, up to date, complete and relevant to the purpose for which it is to be used.
· Perception of public trust is dependent on the establishment and maintenance  of trust relationships with patients and among participating providers
	· Maximum trust/confidence in HIE due to maximum participation and volume of available records
· Least risk of duplication and errors resulting from incomplete availability of records

	· From a patient privacy perspective, this options results in the highest risk to consumer’s right to privacy and thus least trust due to no choice to protect sensitive information 
· Patient is concerned about safeguarding information
· Volume of available records does not necessarily mean lower risk of errors and duplication

· Providers must develop mechanisms to ensure that available records are accurate and relevant

	HEALTH CARE COST AVOIDANCE: 
· Providers and patients want long term savings and lower costs due to less paper work, improved communication, reduced duplication in tests and procedures and improved patient safety.
· Providers want value from their investments in technology and cost effective mechanisms to manage consent, safeguard information and educate patients
	· Least cost needed to education patients
· Least risk of duplication and errors associated with unavailability of records
· Most savings from access to complete clinical histories


	· Investment in secondary system that can identify and protect confidential information in order to comply with state and federal laws that require consent is needed

	LIABILITY AND LAWS:
	· Lower liability for risks associated with failure to comply with consumer’s consent choices
	· Higher risk of liability due to potential for noncompliance with state and federal consent laws
· With no consent, provider assumes the most responsibility for breaches, or for misuse of the health information.


OPT OUT: Patient’s health information is automatically placed into the HIE system and exchange is allowed for sharing health information without the patient’s prior permission.   The patient’s information remains in the system and is available for electronic exchange unless and until the patient chooses to opt-out of participation in the HIE and revokes permissions.  
	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  
	· More potential for quality of care due to high participation and  volume 
· Provides choice to consumers who would not seek health care if were not allowed  to opt out 
	· Less quality of care than no choice due to less volume of records available to the provider – thus increased risk of incomplete records


	BUSINESS PRACTICE IMPACT:
	· Less complex than opt out with exceptions

	· More complex than no consent
· Requires providers to implement a mechanism to track consumer’s consent choice 
· Need to implement a mechanism to allow consumers to change consent directives 

· Will providers have to treat consumers who opt out?

· Providers may need to implement a  mechanism for payment and eligibility determinations for consumers who opt out

· 

	
PUBLIC CONFIDENCE/TRUST IN HIE:
	· Patient may opt out of HIE, thus more respect for consumer privacy and greater potential for consumer confidence and trust in HIE
	· Less volume of records available than no choice so less trust in HIE due to less access to complete and accurate records



	HEALTH CARE COST AVOIDANCE:
	· Opt Out is the least complex of the choice alternatives, thus less cost related to educating consumers
· Most volume compared to other choice alternatives, thus more cost savings 

	· Less cost savings potential than no choice due to less participation and volume of records available to providers

· More complex so more costs than no choice to educate consumers  
· Need for secondary system to protect confidential information  of those who don’t opt out
· Providers may need to expend resources to persuade consumers to not opt out – (for the benefit of other providers!)

	LIABILITY AND LAWS:
	
	· Risk of liability for failure to comply with state and federal consent laws when default is that records are available for exchange



OPT OUT WITH EXCEPTIONS:  Patient’s health information is automatically placed into the HIE system and exchange is allowed for sharing of health information without the patient’s prior permission.  The patient’s information remains available for electronic exchange until the patient chooses to opt-out of participation in the HIE and revokes permissions.   Patients may specify (i) to whom health information may not be disclosed; (ii) for what purposes health information may not be disclosed, and/or (iii) what specific health information may not be disclosed. 

	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  
	· More transparency and choice for patient than opt out only
· Potential for more participation if consumer can opt out only with respect to some, but not all of their health information
	· Greater risk of errors and duplication than opt out only due to greater complexity 

	BUSINESS PRACTICE IMPACT:
	
	· More impact on business practices due to complexity of system needed to track and comply with consent directives
· Greater need for education


	
PUBLIC CONFIDENCE/TRUST IN HIE:
	· Consumers have more choice than opt out or no choice, thus less risk to patient’s right to privacy, resulting in more choice  
	· Higher  risk of errors due to complexity and less volume increases  - less trust in HIE among providers

	HEALTH CARE COST AVOIDANCE:
	· Less need for secondary system for information exchange requiring consent under State and federal laws;


	· More costly due to complexity,  and low volume of available records


	LIABILITY AND LAWS:
	· Less risk of liability due to choice with specificity
	· Risk of liability is greater than opt out and no choice due to complexity


OPT IN:  (Unless Otherwise Required by Law):  Patient’s health information is not automatically available for exchange and exchange of health information is not allowed, without the patient’s prior permission.   This alternative assumes fewer records will be available to the system.  

	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  
	· Offers patient choice 
	· Less quality of care than no choice and opt out alternatives due to less potential for participation and less volume of records 

	BUSINESS PRACTICE IMPACT:
	· Less business impact than no choice and opt out due to less volume of records to manage
· Less need to educate because this option is similar to current consent policies that most providers have with respect to paper exchange of health information

	· More business impact due to increased risk of duplication of tests, errors due to incomplete availability of records 
· Greater complexity than no consent 

· Need for education than no consent
· Need a mechanism to allow patients to change permission

· Will providers have to treat consumers who do not opt in?

· Providers may need a mechanism for payment/eligibility for consumers who do not opt in.


	
PUBLIC CONFIDENCE/TRUST IN HIE:
	· More trust due to more choice and greater perceived respect for patient’s right to privacy
	· Less trust due to less volume  and higher potential for errors and need to duplicate tests, etc.

	HEALTH CARE COST AVOIDANCE:
	· Less cost to administer due to less participation
	· Less cost effectiveness due to less volume and increased complexity (less access to complete records, more duplication, more time lags regarding reimbursement and eligibility determinations)
· Need for secondary system for consumers who do not opt in

· More cost to educate consumers of benefits of opt in


	LIABILITIES AND LAWS:
	· Less liability for violating state and federal consent laws
	· More liability for errors due to less volume of records



OPT IN WITH RESTRICTIONS:   Patients’ health information is not automatically placed into the HIE system, and exchange of health information is not allowed, without the patient’s prior permission.  This option also allows patients to restrict (i) to whom health information may be disclosed, (ii) the purpose of the disclosure, and/or (iii) what specific health information may be disclosed. 
	ISSUE
	PROS
	CONS

	QUALITY OF CARE:  
	· Provides patient with maximum choice 
	· Most potential for duplication and errors due to highest complexity and potential for lowest volume of records

	BUSINESS PRACTICE IMPACT:
	
	· Most potential for business impact due to complexity of consent option
· Most need for consumer and education due to complexity 


	
PUBLIC CONFIDENCE/TRUST IN HIE:
	· Most choice offered to consumers, thus perception of maximum respect for patient’s privacy, thus maximum trust 

	· Least trust in HIE by providers due to low volume of records and most complexity of consent 


	HEALTH CARE COST AVOIDANCE:
	
	· Least cost savings due to potential for least volume and maximum complexity

	LIABILITY AND LAWS:
	· Least liability regarding improper disclosures


	· Most liability due to complexity 
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