

	NC HIE Consent Options 

                         Summary Chart
	Consent Option

	
	No consent
	Implied consent
	Express consent

	Issues
	Considerations
	No Choice
	Opt Out
	Opt Out

(Granular)
	Opt In
	Opt In

(Granular)

	Quality of Care
	Volume of records available to providers through HIE
	Highest
	High
	Higher1
	Lowest
	Lowest1

	
	Consumer choice regarding HIE of their data
	Poor
	Fair
	Good
	Fair
	Very Good

	
	Risk for unnecessary costs2 and adverse events
	Lowest
	Low
	Low1
	High
	High1

	Provider Business Impact
	Patient education required
	Least
	Some
	Some
	Most
	Most

	
	Patient interaction required
	Least
	Some
	Some
	All patients
	All patients

	
	Design and implementation
	Least
	Some
	More
	Some
	More

	
	Ease and accuracy of business processes3
	Very Good
	Good
	Good
	Good
	Good

	
	Cost 
	Least
	Some
	More
	Some
	More

	Confidence in HIE
	Consumer
	
	
	
	
	

	
	Trust
	Poor
	Fair
	Good
	Good
	Very Good

	
	Choice regarding HIE of their data
	Poor
	Fair
	Good
	Fair
	Very Good

	
	Provider
	
	
	
	
	

	
	Volume of records available through HIE
	Highest
	High
	Higher1
	Lowest
	Lowest1

	Provider Liability
	Non-compliance with fed/state laws requiring specific authorization for sharing certain types of health info
	High
	Low4
	Low4
	Low4
	Low4

	

	Stakeholder Balance
	Based on consumer trust/ participation and availability of HIE records
	Least
	Some
	Most
	Some
	Some


1 Up to 100% of records would be available if consumer and/or legislation permits or requires “break the glass / override” access to health information 
2 duplication of medical tests and/or services
3 e.g.  eligibility determinations and obtaining third party reimbursements
4 Liability would be low if the provider’s HIE software is able to establish default jurisdictional directives to safeguard legislatively-protected records (e.g. mental health and substance abuse, etc.)

	Rationale behind stakeholder balance

	Consent Option
	Balance
	Explanation

	No choice
	Least
	Although by default this option includes “all” consumer records, consumers with no confidence in the privacy of the HIE system may not seek care at all, or may provide inaccurate or incomplete information during treatment – these are quality of care issues affecting patient safety and satisfaction.

	Opt out
	Some
	Although this option provides consumers with an element of choice, those consumers only wanting to limit access to a small portion of their record can’t participate at all.  For providers, assuming most consumers don’t opt out, most records will be available through HIE.

	Opt out (granular)
	Most
	Assuming most consumers will participate, most records will be available (high provider confidence).  Consumers have specific choices (high consumer confidence).  Also, when the consumer and/or legislation permits or requires “break the glass/override” access, up to 100% of consumer records will be available.  Increased patient safety.

	Opt in
	Some
	With this option, the default is “no access” therefore fewer records will be available, likely resulting in low provider confidence.  Much consumer education is required regarding importance of participation.

	Opt in (granular)
	Some
	Although this option offers the most consumer choice, the default of “no access” means fewer records available, likely resulting in low provider confidence.  However, when the consumer and/or legislation permits or requires “break the glass/emergency override” access, up to 100% of consumer records will be available.  Much education is required regarding importance of participation.


HIPAAT Recommendation
We respectfully recommend the Opt Out (Granular) consent option, as it most likely offers the greatest level of joint acceptance and participation from providers and consumers.  It has been adopted in other jurisdictions (e.g. Ontario Canada), and balances patient safety (providers’ availability of complete and accurate patient information) with patient privacy (ability of consumer to limit access to sensitive information).  More specifically:
· High provider trust – provides a high volume of records to the provider, up to 100% with “break the glass/override” access
· High consumer trust – granular access control for the consumer (which can be straightforward, such as restricting access by date range around a sensitive record)
· Increased quality of care (since consumers have privacy choices, they are more likely to provide accurate and complete information when seeking treatment)

Context from other jurisdictions
United Kingdom

In 2002, NHS (UK) surveyed the public regarding consent/patient privacy before setting off on their 10 year £12 billion EHR journey.  Titled “Share with Care!  People’s Views on Consent and Confidentiality of Patient Information,” the survey found the following:

Q.           If you had the option of removing particularly sensitive information from your shared electronic record to a special place where you controlled all access to it, how much information from your current record would you take out? (pg. 29)
A.            60% said they would remove nothing, a quarter (24%) said they would remove a little, and roughly 4% each said they would remove "a lot" or "all."

HIPAAT Comment - these figures would suggest the following risks:

· No choice: consumers lacking confidence may not pursue treatment

· Opt Out/In (entirely): the 28% of patients wanting to restrict only part of their record may refrain from participation entirely
Canada

In a 2007 Canadian public opinion survey titled “Electronic Health Information Privacy Survey: What Canadians Think” co-sponsored by Canada Health Infoway, Health Canada, and the Office of the Privacy Commissioner of Canada:
· 88% of Canadians support the use of EHRs (pg. 4), and expect privacy protections for the collection, storage and use of their information.  
· A majority of Canadians (55%) would like to be able to hide or mask sensitive information to some users who would be authorized to access their health records (p. 64)
· 38% cite “confidentiality/privacy of information” as the MAIN reason they would oppose the development of electronic health records (p. 47)
· 45% Agree – “I really worry about how my personal information might be accessed for malicious or mischievous reasons. (p. 58)
· 42% Agree – “I really worry that Canadians' personal health information might be used for other purposes in the future which have little to do with my health.”  (p. 58)
· 37% Agree – “I really worry that those with access to my health information will not follow established privacy and security procedures.” (p. 58)
· 94% say they would be more comfortable with an EHR knowing they’d be able to find out who accessed their health records and when.  (pg. 64)
· 92% say they would be more comfortable with an EHR knowing they would be informed of any privacy and security breaches that may have occurred with their information.  (pg. 64)

HIPAAT Comment – consumer acceptance of electronic health data exchange is dependent upon privacy protection and choice 
