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	North Carolina Consent 2 – Policy Options Collaborative
Task Group Form 2
CONSENT OPTIONS ANALYSIS:  SUMMARY OF FINDINGS 
 


	COMMITTEE:
	North Carolina Consent Policy Task Force
	DATE:  November 17, 2008

	FACTORS:
	The North Carolina Consent Policy Task Force analyzed the potential impact of each of five consumer consent options on four interrelated factors that will impact decisions of health care providers and consumers to exchange health information within and across health care organizations through electronic HIE.  The four factors include:
· cost and quality of health care

· business processes of health care providers 
· consumer and provider confidence in HIE 
· legal liability


	ASSUMPTIONS:
	· The five ambulatory care scenarios involve the exchange of information contained in electronic heath records (EHRs) that conform to nationally recognized standards and that can be created, managed, and consulted by authorized providers and staff both within health care organizations and across more than one health care organization.

· The scenarios involve health care providers who are recognized as separate health care organizations.

· All of the requesting and responding providers in the scenarios exchange health information with each other but are not necessarily affiliated participants in an HIO.

· If given a choice, the consumer is consenting to having some or all of his or her health information to be collected and stored in an EHR that conforms to nationally recognized standards and that can be created, managed, and consulted by authorized providers and staff both within health care organizations and across more than one health care organization.

· In the case of Opt In with Restrictions and Opt Out with Exceptions, health information that is protected by specific laws limiting access to the information, such as HIV positive status or test results, mental health or substance abuse information, either will be excepted from (carved out of) the EHR or restricted by the consumer.

· The providers will comply with mandatory reporting laws.

· The purpose of the exchange of health information is for treatment.

· Technology is able to carry out the requirements of the consent options.



	CONSENT OPTIONS:
	NO CHOICE: Auto In Consumer’s health information is automatically placed into an interoperable EHR without the consumer’s prior permission and regardless of consumer preferences.  Assumes that all of the consumer’s health information, except as otherwise prohibited by law, will be accessible across more than one health organization.

OPT OUT:  Auto In with Choice Consumer’s health information is automatically placed into an interoperable EHR without the consumer’s prior permission.  Assumes that all of the consumer’s health information, except as otherwise prohibited by law, will be accessible across more than one health organization unless and until the consumer chooses to opt out.
OPT OUT WITH EXCEPTIONS:  Auto In with Granular Choice Consumer’s health information is automatically placed into an interoperable EHR without the consumer’s prior permission.  Assumes that all of the consumer’s health information, except as otherwise prohibited by law, will be accessible across more than one health organization unless and until the consumer chooses to opt out.  In addition, consumers may specify: (i) who may access their EHR; (ii) for what purposes their EHR may or may not be accessed, and/or (iii) what specific health information may be placed in their EHR.
OPT IN:  Auto Out with Choice Consumer’s health information is not automatically placed into an interoperable EHR without the consumer’s prior permission.  Assumes that none of the consumer’s health information will be accessible across more than one health organization unless and until the consumer opts in.
OPT IN WITH RESTRICTIONS:  Auto Out with Granular Choice Consumer’s health information is not automatically placed into an interoperable EHR without the consumer’s prior permission.  Assumes that none of the consumer’s health information will be accessible across more than one health organization unless and until the consumer opts in.   In addition, consumers may specify (i) who may access their EHR; (ii) for what purposes the EHR may or may not be accessed; and/or (iii) what specific information may be placed in their EHR. 




	QUALITY OF CARE

	No Choice 


	Opt Out


	Opt In 
	Opt Out with Exceptions 
	Opt In w/Restrictions


	HIE can improve quality of care by ensuring appropriate care coordination, less duplication, and less chance for errors/adverse events.
Providers are more likely to access records through HIE if they have confidence that the records are complete and contain reliable information. 
Consumers are more likely to seek treatment and share information with their providers if they know that their health records are secure and that their privacy is protected.


	Under this consent option, the consumer has no choice regarding whether their health information is disclosed through HIE.  If the provider chooses, all of the consumer’s health information is available for disclosure across multiple health organizations through HIE.  

In the ambulatory care scenarios, the referring and consulting clinicians have unlimited access through HIE to the consumer’s health information.   Each clinician is likely to be aware of the consumer’s relevant medical history, specific treatment protocols, tests ordered, lab results, and any adverse reactions to medication, etc., allergies, etc.  This, in turn, likely results in improved care, more effective care coordination, fewer duplicative tests, and fewer medication errors.
	Under this consent option, the consumer’s health information is available for exchange through HIE unless the consumer chooses to exclude it.
If the consumer does not opt out, then all of their health information is available for exchange through HIE. 

	Under this consent option, the consumer’s health information is available for disclosure though HIE only if the consumer specifically permits it.  

If the consumer does not opt in, then none of his/ her health information is available for exchange through HIE.  

To the extent that the consumer’s health information is inaccessible through HIE, the risk for unnecessary costs for duplicative tests, errors and adverse drug reactions increase.

Opt In option likely to have somewhat less participation because consumers will need to understand the benefits of HIE and the consequences of their choice if this option is to be implemented effectively.  

	Under this consent option, the consumer’s health information is available for disclosure though HIE unless the consumer chooses to prohibit it.  For example, the consumer may allow only disclosures of health information that pertain to a specific stay in a particular hospital.      

Any disclosures regarding the consumer’s other episodes of care must be made by fax or verbally by the consumer at each encounter.


	Under this consent option, the consumer’s health information is available for disclosure through HIE only if the consumer specifically permits it.  In addition, the consumer may prohibit disclosure of information about certain conditions, or information generated by certain providers, or information generated on certain dates. For example, a consumer may restrict access to information related to diabetes for fear that he/she may be discriminated against by his/her insurer. Any disclosures regarding the consumer’s diabetes must be made by fax or verbally by the consumer at each encounter.




	PROVIDER BUSINESS IMPACT

	No Choice


	Opt Out


	Opt In 
	Opt Out with Exceptions 
	Opt In w/Restrictions


	As consumers are offered more choice, the consent decision becomes more complex, and (presumably) the cost to providers to implement and sustain the HIE increases
As consumers are offered more choice, the need increases for education to inform staff and consumers about the system, its benefits, and the consequences of their consent choices
As the need for education increases, (presumably) providers incur more costs to educate   
As consumers are offered more choice, it’s likely or possible that volume of electronic records available to providers for disclosure through HIE will decrease 
As volume of accessible electronic records decreases, the impact of HIE on providers’ business processes diminishes

	Design and implementation: simplest and least costly to implement and administer.  

Provider business process: No initial change in process.  Ensures that the provider will have electronic access to all of its clients’ records ( will offer the greatest opportunities for the provider to improve the timeliness, accuracy and ease of eligibility determinations and obtaining third party reimbursements.

Patient and provider education: not complex to explain ( fewer costs

This option is likely to have the most positive impact on the provider’s business processes due to access to high volume of electronic records and simple consent requirements for HIE.  


	Design and implementation: more expensive to administer:  need to have the capability to restrict disclosure for the consumers who choose to opt out.  

Provider business process: Providers will need to employ a separate paper system for opt outs.

Providers will need to determine how consumers who change their minds about opting out will be tracked.

Assuming most consumers would NOT choose to opt out, this option has nearly the same potential for positively impacting the provider’s business processes due to access to high volume of electronic records and simplicity of the HIE system as the no choice option.
Patient and provider education: relatively easy to explain ( fewer costs, except increased costs for training regarding process for consumers who opt out
	Design and implementation: more expensive to administer:  provider would need to implement an HIE system that would default to disallow disclosure.
Provider business process: It may be administratively burdensome to separate consumers who consent from those who don’t. 

Tracking consumers’ revocations of consent may be difficult

Patient and provider education:  greater need for consumer education about the benefits of HIE and consequences of not opting in ( increased costs
  
	Design and implementation: even more  difficult and costly to implement and administer.  Provider would need to implement an HIE system that would default to allow access to all health information.  If consumer chooses to restrict disclosure of their health information, the system would need to employ a complex consent directive to restrict disclosure on the basis of:

(i)  Who (provider/entity/role);

(ii) What (all, certain health conditions, certain codes, etc.);

(iii) When (date of creation); and 
(iv) Why (purpose or use).

A “break the glass” emergency override would also need to be incorporated.

This option ensures that mental health or substance abuse consumers may restrict access to confidential mental health or substance abuse information to only authorized providers.  

Assuming providers would prohibit consumers from opting out for purposes of determining eligibility and third party reimbursement, providers are likely to experience a positive impact on their business processes from HIE with this option.  

Most consumers will NOT choose to opt out or place restrictions on access to their health information, so participation with this option is greater than Opt In with Restrictions. 

Patient and provider education:  even greater need for consumer education about the benefits of HIE and consequences of opting out, and complex consent option ( increased costs

Because of more access to electronic records in greater numbers, the business related net costs are likely to increase and perhaps have a net negative impact on business processes due to complexity of the consent option.  


	Design and implementation: most difficult and costly to implement and administer.  Provider would need to implement an HIE system that would default to prohibit disclosure of all health information unless  consumer chooses to opt in.   HIE system would need to employ a complex consent directive to restrict disclosure on the basis of:

(i)  Who (provider/entity/role);

(ii) What (all, certain health conditions, certain codes, etc.);

(iii) When (date of creation); and

(iv) Why (purpose or use).

A “break the glass” emergency override would also need to be incorporated.

This option ensures that mental health or substance abuse consumers may restrict access to confidential mental health or substance abuse information to only authorized providers.  

Assuming providers would require consumers to opt in for purposes of determining eligibility and third party reimbursement,  

providers are likely to experience a positive impact on their business processes from HIE with this option.  

However, because the default is no disclosure, HIE participation is likely to be lower than the Opt Out or No Choice options unless providers invest significant time and money to educate consumers about the HIE system, its benefits, and the consequences of the client’s choices. 
Patient and provider education:  Greatest need for consumer education about the benefits of HIE and consequences of not opting in, and complex consent option ( increased costs

Because of more access to electronic records in greater numbers, the business related net costs are likely to increase and perhaps have a net negative impact on business processes due to complexity of the consent option.


	CONFIDENCE IN HIE
	No Choice 


	Opt Out


	Opt In 
	Opt Out with Exceptions 
	Opt In w/Restrictions


	Greater consumer choice is likely to result in greater consumer confidence in HIE.
Less consumer confidence about  the privacy and security of their health records (  more consumers may avoiding seeking treatment or continuity of care, or withhold information.

More consumer education about consent options and consequences of choices is likely to result in greater consumer confidence.
As volume of accessible records available for HIE increases, providers confidence in completeness and quality of information and HIE.   


	Most health information available for HIE (  most provider confidence in the completeness and quality of information and HIE.
Least consumer trust and confidence in HIE


	Offering consumers with some control over the exchange of their health information is more likely to increase consumer confidence compared to the No Choice option
Default consent directive is to allow disclosure; assuming most consumers will not choose to opt out, participation is likely high enough to ensure reasonable completeness and good quality of records ( relatively high provider confidence
	Allows for most (all-or-nothing) consumer control over health information
More consumer choice than Opt Out option ( more likely to increase consumer confidence compared to the No Choice or Opt Out options

Default is to NOT allow disclosure, and consumer participation will likely be less than Opt In or No  Choice options ( relatively low provider confidence

	More need for education because the consumer is offered complex choices and needs to understand consequences of choices

More consumer choice ( more likely to increase consumer confidence in HIE compared to other options

Default consent directive is to allow disclosure; assuming that most consumers will NOT opt out, participation is likely to be greater than Opt In but less than Opt Out or No Choice options ( may erode provider confidence in HIE.  
Because consumers may restrict access to some or all of the consumer’s health information, provider confidence may be eroded.
	Most need for education because the consumer is offered complex choices and needs to understand consequences of choices.
Most overall consumer choice ( most likely to increase consumer confidence in HIE compared to other options.

Default consent directive is NOT to allow disclosure, thus participation will likely be less than Opt Out or No Choice options ( more likely to erode provider confidence in HIE.

If the consumer chooses to opt in, the consumer may restrict access to some of their health information, thus further eroding the provider’s confidence in the completeness and quality of the information available through the HIE.


	LIABILITY AND LAWS
	No Choice 


	Opt Out


	Opt In 
	Opt Out with Exceptions 
	Opt In w/Restrictions


	Where the law requires advance consumer consent to exchange heath information through HIE, consent is not a policy option.   
Release of info liability:

Federal substance abuse treatment regulations require consumer consent to exchange health information, even for treatment purposes. 

North Carolina laws governing the exchange of mental health information require consumer consent to exchange mental health information with non-mental health providers.   

These restrictions will require HIE systems to have the capability to exclude information coming from substance abuse and mental health providers or that will allow only authorized providers to access confidential mental health and substance abuse information.

If such systems are not employed, then, provider liability for non-compliance with federal and NC laws requiring specific authorization to share these types of health information is:

· highest with the No Choice and the Opt Out options
· lowest with the Opt In with Restrictions option
Malpractice liability: 

As amount of information available through EHR decreases, provider’s malpractice liability risk may decrease, because providers can’t be charged with knowledge of information that was not reasonably available to them.  As amount of information available through EHR increases, providers will have to know and consider everything pertinent in consumers’ records.
	Most likely impossible to implement due to legal barriers to sharing mental health and substance abuse information without authorization

May require HIE system that allows only authorized mental health and substance abuse providers to access confidential mental health and substance abuse information
Release of info: perhaps least likely to comply with ROI laws( highest liability
Malpractice liability: likely highest volume of information ( highest liability 
	To the extent that the health information exchanged through HIE is incomplete, the provider’s liability risk increases.  

Release of info liability: more likely to comply with ROI laws ( less liability
Malpractice liability: slightly less volume of information  ( slightly less liability than No Choice 
	To the extent that health information exchanged through HIE is incomplete, the provider’s liability risk increases.  

To the extent that the information exchange is delayed due to time it takes to obtain the consumer’s consent to opt-in, the provider’s liability risk increases.

Release of info liability: more likely to comply with ROI laws ( less liability
Malpractice liability: slightly less volume of information  ( slightly less liability than No Choice 
	More likely to facilitate providers’ compliance with federal and state laws that require consent to disclose confidential mental health information and other information  

Release of info liability: more likely to comply with ROI laws ( less liability
Malpractice liability: somewhat less volume of information ( somewhat less liability 
	Because default consent directive is that the information is not available for disclosure, this option is the most likely to facilitate providers’ compliance with federal and state laws that require consent to disclose confidential mental health information and other information. 

If the consumer chooses to allow disclosure of confidential information through the HIE, the provider may need a system to obtain written authorization to include the information in the system.

Release of info liability: more likely to comply with ROI laws ( least liability
Malpractice liability: least volume of information ( least liability



