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North Carolina Consumer Advisory Council

On Health Information

Minutes
July 19, 2007

2:30-4:30 at NCHICA office 

Those attending:   Phil Brown, Sherrie Cannoy, Linda Goodwin, Marc Kolman, Angie Santiago, Jeanne Smythe
              Via phone:  Debra Cimbala, Karen Davis, Carolyn Hartley, Susan Murphey, John Richardson
1. Introductions of those at NCHICA office and on phone
2. Approval of minutes for both May and June—both approved
3. Sherrie Cannoy – research IRB; sign consents if participating
a. Copies of signed forms will be returned to members at next meeting

4. Discussion Notes for Topic: 
Carol Diamond—Markle Foundation/Connecting for Health
· In 2002, the 3 areas of focus were on:  connectivity, privacy and security, and what the consumer’s role is in healthcare IT issues.  However, the Personal Health Record had not been used at that time, and there is now a increasingly important role for the consumer in the networked infrastructure of healthcare information exchange.

· (See Dec. 2006 document on “Connecting Consumers to their Healthcare”)

· Technical design decisions that are made in synchronization with policies and rules will foster trust and transparency.  Policies have to be part of how the system is designed.  “Technology can enforce the privacy and security aspects of the system.”

· Retrofitting the policy to technology is a ‘deficient process’ and turns into a debate about consent.  Consent is one of several this required for healthcare information exchange.

· Is now an appreciation of the consumer challenges and input in these HIE initiatives.

· Should protect the privacy and civil liberty while ensuring privacy and security of healthcare information
· Notion of ‘participation on equal footing’  (coined by Zoe Baird in 1999 in context of governance in an article in Council on Foreign Relations

· There is a lack of perceived or real expertise in HIE, and there needs to be some support for this.

· ‘Trust is the essential ingredient’

· See the Connecting for Health website for The Common Framework she discussed on standards, policies, and technical factors (www.connectingforhealth.org) 

· The Common Framework is an attempt to articulate principles and guide a set of polices.  The nine principles are:  

· Openness and Transparency—who has access and what purpose

· Purpose—narrowly and clearly defined purpose of use

· Collection and Limitation

· Use Limitation—for specific use

· Individual Participation and Control—can they find out what has been collected

· Data Integrity

· Security Safeguards

· Accountability and Oversight—for violations

· Remedies

· There are policies that are underlying to these principles which also address the different aspects of these principles

· If you emphasize one of these principles, such as consent, you diminish the others

· The question is not opt in or opt out, but opt into WHAT

· The consumer needs to understand in order to make an informed decision

· Generation of use cases

· Discussed how people are informed and whether they exercise informed control (ie HIPAA)

· Improve health and healthcare—give much less thought about how all the data collected gets back to the physician and patient (virtuous cycle)

· Smart technological decisions can produce desired protection, but shouldn’t be retroactive

· ‘Virtuous cycle of feedback’; we often worry about standards instead of the cycle
· The goal is to have more empowered consumers; you haven’t hit the mark if not

· The governance model based on number of votes and financial contribution doesn’t feel equitable, either

· How to get the consumers to the table?  Support, endowments, guiding principles to shape the discussion

· Questions from CACHI Council members:

· Need to make consumers aware that the initiative exists

· Allow consumers to participate at different levels (blogs, listservs, webconference, attendance)

· ‘equal footing’ and Roberts Rules of Order; have equal vote and can have charter and policies/procedures to follow

· Ease of use to participate is essential

· Enticement—consumers must be informed

· Provide advantages to achieve the goal to have more consumer involvement

· Will get better quality healthcare because it’s easily accessible and secured

· Positive impact that the consumer can have on healthcare is astronomical

· The networked system should be SLA and operational and functional; it MUST work; should have a Disaster Recovery environment

· Research on the EHR shows that it is not improving healthcare; patients want to wait and see before adopting

· Need to slow down the HIE ‘train’; haven’t talked in those discussions about consumer empowerment

· Are there states which have examples of good consumer participation?
· Response from Carol Diamond:  if the system is not secure and there is no trust, it will fall through; It is difficult to get consumers involved and that affects the EHR participation of MDs.
Dossia—Intel Representatives:  John Richardson, 
1. (See the presentation slides on the CACHI website for July’s meeting)

2. Dossia is a PHR to improve health management; not to replace EMRs
3. It is consumer access/controlled PHR provided through employers, who need employees to be healthy

4. However, it is not about the employers have the information, but a PHR as a public utility, setting as high a bar as possible

5. 3 Ps of PHR:  Personable, Private, Portable

6. Follows Markle Model/principles

7. Formed Dossia organization with employers; and have working groups which are running, with some technical development being done

8. Working groups of employers who offer PHRs, with collaboration of companies/organizations such as the California Healthcare Foundation, IBM, and Janlori Goldman of the Health Privacy Project.
9. Shared best practices of employers to have a model privacy policy

10. TRUST is essential; employees put their information into it (Dossia), and we need to earn their trust

11. Distance between employers and information so that there is no breach

12. If the patient brings in the data, need to ensure that the data has not been modified and that it has true lab data; in essence—need ‘visual integrity’

13. Patients can make their own notes to the side

14. Consent Management is the Key; has to be understandable to the patient and cannot be a blank check

15. Have to know whenever data is used/accessed

16. Design should be as transparent as possible

17. Questions from members of the CACHI:

a. Question:  Can the record be changed if there is an error?

b. Response from Intel/representatives:  Yes, the patient can annotate the record, also want to be able to update the original source of the incorrect data; Dossia will ultimately be able to let the original source know

c. Question:  How do you guarantee/warranty the privilege of information when not paying the developer. . .poor recent press?
d. Question:  Who is represented in the Workgroups?

e. Response from Intel Rep:  Governance of Dossia is by the founding companies; not sure of the amount of consumer representation, but there are consumer advocacy group members; they take privacy/security policies out for feedback from consumer organizations
f. Response from Intel Rep:    How much information can be accessed by the patient?  Early capabilities where information already is and there is an existing infrastructure, such as payors and providers

g. Response from Intel Rep:  ID Theft?  There can be alerts to the patient; consent is critical and can be long-standing time frame, by policy and give consent per entity to be shared with; understand what Consent Path is used for the transfer;  Need rich set of Consent Management tools/policies

h. Question :  Lots of applications that are similar, such as FAFSA/student loans but you have predatory lenders who gained unauthorized access;  Requiring consent for all uses is a good idea.  Are there consents for portions of the record?

i. Response from Intel Rep:  Who has access, to what constraints, what time period.  Look at Europe and the Article 29 Working Party Definition of consent (given freely, for a specific purpose, with full understanding);  the intent of the data subject expressed by the consent; consent has a life and it can be revoked

j. Comment/Question:  Abuse of access to data; consumer should know if abuse occurs; reasoned decisions; Look at Reputation of physician (rating)

k. Response:  Would be interesting to include a reputation rating of some sort; go by Markle guidelines
5. Action items:  

· DISCUSSED BY ANGIE SANTIAGO--CAC members:  look over Conference agenda for your interests
· Gave members the Conference agenda and expectations for feedback
· COMPLETED--Holt: possibly pursue funding for conference attendee travel; speakers for next 2 meetings

· ONGOING--Linda and Phil B.:  Complete survey questions regarding the older population’s perceptions of health IT, possibly for October

· ONGOING--Phil B.:  will contact Dennis Street, head of Division of Aging

· ONGOING--Sherrie: update member list/phone #s, update email contact list, questions for NCHICA conference, agenda for July meeting (send to Holt for speaker purposes), get deadlines for NCHISPC extension, add member commitments on agenda template
· COMPLETED--Angie Santiago:  synopsis of conference speaker notes
· ONGOING--Carolyn: Will schedule an E.H.R PHR demonstration.  
· NEED TO DO—Sherrie:    Look over Markle Principles/ Copies for members
6. Misc meeting notes:  NONE
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